Guidance Document

Fire and Rescue Service Protective Security Strategy

A Framework and Toolkit to assist in implementation of
HMG Security Policy Framework in the Fire and Rescue Service

Protective Security Implementation: A Framework and Toolkit
Foreword
This strategy made up of a framework and toolkit is designed to assist Fire and Rescue Services with
the introduction of the requirements contained in HMG Security Policy Framework (SPF), as set out in
the Fire & Rescue Service Protective Security Strategy.

This framework has been produced by the CFOA Protective Security Working Group in collaboration
with the Office of the Chief Fire & Rescue Adviser. Whilst the key players in the implementation of the
SPF and Fire & Rescue Service Protective Security Strategy have been involved in its development, it
should be emphasised from the outset that the status of this document is purely as "Notable Practice”. It
is for individual Fire & Rescue Services to consider their own position on Protective Security, determine
their requirements in consideration of relevant legislation, and subsequently decide how best to make
use of this Framework and Toolkit.

Simon Pilling
Chair CFOA Protective Security Working Group
Dave Watson
CFRA Senior Fire and Rescue Security Adviser

Disclaimer
Whilst CFOA, CFRA and CFOA Publications Limited (CPL) have attempted to ensure the accuracy and
reliability of the information contained in this document any information contained within this document is
not offered as advice on any particular matter and must not be treated as a substitute for specific advice.
In particular, information within this document does not constitute advice or professional advice. In
relation to any particular matter or circumstance advice from a suitably qualified professional should
always be sought. No reliance whatsoever should be placed by the reader on the contents of this
document. Accordingly, CFOA, CFRA and CPL shall not be liable for any loss or consequential damages
of any kind, or any damages whatsoever arising out of or in connection with the use or performance of
this document or other documents which are referenced by or linked to this document.
©CFOA Publications Ltd April 2012
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Introduction & Contents
This Framework and Toolkit is in 3 sections:

Framework
Section 1

An overview of HMG Security Policy Framework, the Fire and Rescue Service
Protective Security Strategy and Key Tasks in Implementation

Section 2

Protective Security Matrix

Toolkit
Section 3

Key Guidance and Implementation Tools

Appendices
Appendix 1

Standard Risk Matrix

Appendix 2

Fire & Rescue Service Checklist: 70 Mandatory Requirements within HMG Security Policy
Framework

Appendix 3

CFOA Yorkshire and Humberside (Y&H) Region Information Security and Assurance
Sub Group Action Plan

Appendix 4

CFOA Y&H Region Personnel Security Sub Group Action Plan

Version control and update
This strategy is owned by the CFOA Protective Security Working Group and will be revised and updated
every 12 months. It is available on the CFOA website.
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Section 1
1

CONTEST

1.1

Protective Security is a key element in the Government's strategic response to the threat from
international terrorism, CONTEST. The aim of the CONTEST strategy is:

1.2

‘To reduce the risk to the UK and its interests overseas from international terrorism, so that
people can go about their lives freely and with confidence’.

1.3

Government departments and their agencies are required to contribute to CONTEST, which has
four workstreams. Of these workstreams, PROTECT is the most relevant to the fire and rescue
service, with the requirement to reduce the vulnerability of the national infrastructure to terrorism
and includes protecting the Critical National Infrastructure (CNI) and crowded places.

1.4

More specifically, the Fire & Rescue Service Protective Security Strategy seeks a reduction in
vulnerability in three key areas, those of Personnel, Physical and Information Security.

CONTEST
Government Counter Terrorism Strategy

PURSUE
Police/
Intelligence
Agencies

PREPARE

PROTECT

New Dimensions

Security

Protective
Security

Personnel Security

(Pre- Employment Screening
etc.)

Page 3

Information Security and
Assurance

PREVENT
Community
Cohesion
/Extremism

Crowded
Places

Physical Security
(Buildings/Assets)

(Information Systems)

FRS Protective Security Strategy

October 2012

2

Cabinet Office Security Policy Framework

2.1

The Cabinet Office has produced a Security Policy Framework (SPF); formulated by the Official
Committee on Security, via the Government Security Secretariat. Aimed primarily at Government
departments and agencies, the SPF does have wider application for organisations such as the
National Health Service, police forces, local government and, of course, the fire and rescue
service, since all own CNI assets and / or handle government assets on a regular basis.

2.2

The SPF describes the security controls necessary to achieve a proportionate and risk managed
approach to security. It provides the broad protective security policies that enable the secure and
efficient conduct of individual government departments business and services. However, it also
contributes to wider national security strategic objectives, including the protection of our national
infrastructure and cyber space:
 National Security Strategy
 Strategic Defence and Security Review
 CONTEST
 UK Cyber Security Strategy
 Civil Contingencies

2.3

The SPF1 has been made public and is available at www.cabinetoffice.gov.uk/spf

2.4

The SPF has four tiers, or levels, each representing a key element (of increasing detail) within the
Government’s protective security system: The higher levels, particularly Tier 3, provide the
fundamentals of security policy and represent the essence of the framework. Tier 4 contains the
means by which many of the policies can be implemented.
Tier 1

First and foremost security not only supports business goals, but must proactively
be considered a business enabler, making government work better, safer and
more confidently.

Tier 2

A set of five core security principles, highlighting accountability at senior levels,
collective responsibility of all staff and contractors, and the need to employ
trustworthy people.

1

The Cabinet Office, through minor amendments and version control, routinely updates the SPF. This framework
document is mapped against SPF V.6, which was extant during development. Prior to publication of this
framework, a review was undertaken by the CFRA Fire & Rescue Security Adviser and the DCLG Departmental
Security Officer, to determine any possible impact of version alterations to the most recent publication from Cabinet
Office. The assessment concluded the most recent changes did not materially affect the Fire & Rescue Service in
its pursuance of implementing protective security against the policies and principles of the Cabinet Office SPF.
DCLG and CFOA jointly agreed this framework, aligned to SPF V.6, could remain as developed. The most recent
publication of the Cabinet Office SPF can be accessed at the web link above.
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Tier 3

A series of concise key policy documents, which clearly identify the overarching
security, polices which cover the Mandatory Requirements (MRs).
The security polices are:

Total

MRs relevant to the Fire

MRs

& Rescue Service

10

6

Protective Marking and Asset Control

9

8

Personnel Security

9

8

Information Security and Assurance

19

16

Physical Security

14

14

Counter-Terrorism

7

5

Business Continuity

1

1

Governance, Risk Management and
Compliance

Tier 4

Aimed primarily at the security practitioner, an assortment of detailed technical
standards, supplementary policy and guidance, as well as references to other
security and risk management websites and organisations

2.5

The SPF has Five Core Security Principles:

1

Ultimate responsibility for HMG security policy lies with the Prime Minister and the
Cabinet Office. Departments and Agencies, via their Permanent Secretaries and
Chief Executives, must manage their security risks within the parameters set out in
this framework, as endorsed by the Official Committee on Security (SO).

2

All HMG employees (including contractors) have a collective responsibility to
ensure that government assets (information, personnel and physical) are protected
in a proportionate manner from terrorist attack, and other illegal or malicious
activity.

3

Departments and Agencies must be able to share information (including personal
data) confidently knowing it is reliable, accessible and protected to agreed
standards irrespective of format or transmission mechanism.

4

Departments and Agencies must employ staff (and contractors) in whom they can
have confidence and whose identities are assured.

5

HMG business needs to be resilient in the face of major disruptive events, with
plans in place to minimise damage and rapidly recover capabilities.
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3

The Emergency Services Sector of National Infrastructure

3.1

The Emergency Services Sector of the National Infrastructure comprises the police service, fire
and rescue service, ambulance service and the Maritime and Coastguard Agency. The fire and
rescue service is also a CNI asset owner.

3.2

Following a protective security review of the Emergency Services Sector by CPNI a work plan was
agreed comprising the following:


Review existing personnel security policies within the Emergency Services Sector



Establish a Departmental Security Officer (DSO) within the Emergency Services Sector



Implement a structured personnel security strategy linked to the Cabinet Office Review of
Personnel Security, CPNI guidance, and the recommendations of the Cabinet Office Security
Policy Framework



Establish a process for providing assurance of protective security



Conduct a comprehensive review of policy and procedures for the handling of protectively
marked materials

4

Fire and Rescue Service Protective Security Strategy

4.1

The Fire & Rescue Service Protective Security Strategy 2012 updated the original strategy
announced in Fire Service Circular 64/2009. The strategy informs Fire and Rescue Authorities of
the issues surrounding the implementation of a Fire and Rescue Protective Security Strategy
developed under CONTEST.

4.2

Management of this strategy is the responsibility of the Chief Fire and Rescue Adviser. Fire &
Rescue Service protective security guidance (some of which will be produced jointly by CFOA and
CFRA/DCLG), remains the responsibility of the sponsor Government departments (i.e. the Cabinet
Office, DCLG, and CPNI).
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5

DCLG / CFRA, CPNI and the Fire and Rescue Service

5.2

The link between HMG and the Fire and Rescue Service in delivering Protective Security is the
CFRA Senior Fire and Rescue Security Adviser, who is also the single point of contact between
Fire & Rescue Services and CPNI. CPNI, in turn, will support the Fire & Rescue Service with
establishing and delivering its Protective Security Strategy as appropriate through the provision of
advice and guidance.

5.3

Subject to resources (and an agreed action plan), CPNI will provide personnel security risk
assessment training and specific physical security site surveys.

5.4

Where appropriate (and in agreement with the CFRA Senior Fire & Rescue Security Adviser),
CPNI may also provide specific training courses and security awareness materials to support the
implementation of the Fire & Rescue Service Protective Security Strategy.

6

Fire and Rescue Service - Protective Security Duties and Obligations

6.1

CONTEST is mandatory for all government departments. Fire and Rescue Service participation in
the CONTEST strategy is not mandatory.

6.2

The question that arises, therefore, is what duties and/or obligations Fire and Rescue Authorities
have in the implementation of the Security Policy Framework.

6.3

The Security Policy Framework is mandatory for all government departments and agencies. The
SPF should be extended to Emergency Services, due to their category one responder status and
their relationship with government in handling sensitive assets.

6.4

Most, if not all, of the "Mandatory Requirements" (MRs) contained in the SPF that are relevant to
the Fire & Rescue Service reflect good practice in employment, business continuity management
and resilience planning. A number of MRs relate directly or indirectly to existing statutory
employment and civil contingencies duties.

6.5

On this basis, it is suggested that even without any current explicit duty of CONTEST being placed
on the Fire & Rescue Service, there remains a strong imperative for Fire & Rescue Services to
implement the SPF in every way possible, in support of not only CONTEST but also as good
practice in employment and resilience.

Page 7

FRS Protective Security Strategy

October 2012

6.6

The SPF cannot simply be applied as an organisational security policy; it must be used, adapted
and applied in framing security policies to meet the specific business needs of the Fire & Rescue
Authority and delivery partners.

6.7

The Protective Security Strategy sets minimum requirements. It is expected that many Fire &
Rescue Authorities will manage their specific security risks over and above these baseline
measures, using the sound risk management principles as outlined within the framework.

6.8

Finally, implementation of the SPF should be proportionate to the risks local to individual Fire &
Rescue Authorities.

7

Partners, trust and sharing

7.1

In parallel with any legal (or business) imperatives to comply with the (relevant) MRs, there is one
further issue that Fire and Rescue Authorities need to consider carefully. This is the need for Fire
and Rescue Services to be seen as trusted partners in their dealings with the police and security
agencies in the effective delivery of CONTEST and other security-related objectives. This may
include interoperability, in addition to its partners in all aspects of civil contingencies planning.

7.2

To do this, it is essential that the SPF is in the process of / has been implemented as far possible.
For example, without officers with sufficient levels of security clearance and appropriate secure
communications, it may be that Fire & Rescue Services cannot be made aware of elements of the
CNI that they should be helping to protect. As the expansion of the Public Sector Network
continues, this may be an area of consideration for Fire & Rescue Authorities to pursue.

8

The Fire and Rescue Service Protective Security Strategy - Outline

8.1

Implementation of the Fire & Rescue Service Protective Security strategy focuses on three key
workstreams:



Personnel Security
This workstream includes the development of advice, guidance, policies and procedures to assist
the Fire & Rescue Service in managing the risk of staff or contractors exploiting their legitimate
access to an organisation’s assets for unauthorised purposes. In this context, ‘assets’ refers to
anything the organisations feel is of value, such as its employees, premises, systems and
information. Those who seek to exploit their legitimate access are termed ‘insiders’. It also
includes national security vetting which incorporates advice, guidance, policies and procedures to
ensure the appropriate level of vetting is established within the Fire & Rescue Service and an
effective monitoring and ‘after care’ is maintained.
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Physical Security
This workstream includes the development of advice, guidance, policies and procedures in respect
of reducing the vulnerabilities of the Fire & Rescue Service to unauthorised access and use of
physical assets, including buildings, vehicles, equipment and plant.



Information Security
This workstream includes the development of advice, guidance, policies and procedures in respect
of reducing the vulnerabilities of the Fire & Rescue Service to unauthorised access to, storage,
and transmission of both hard copy and electronic data including the protective marking of
materials.

CFOA Protective Security Working Group
8.2

CFOA believes that it should be leading on Protective Security for the Fire & Rescue Service - in
partnership with CFRA - and has established the Protective Security Working Group to deliver this.

8.3

Chaired by Simon Pilling, with representation from CFRA/DCLG via the CFRA Senior Fire &
Rescue Security Adviser, the CFOA Protective Security Working Group has national leads for the
three key Protective Security Framework areas of Personnel, Physical and Information Security
identified previously:

8.4

Personnel Security

CFOA People and Organisation Development representative

Physical Security

CFOA Asset Management Lead and CFOA Estates Lead

Information Security

CFOA Information Communication Technology Lead

A CFOA Regional Security Liaison Officer has been established in each CFOA region in England,
with similar arrangements established in the other national administrations. A list of these can be
found on the CFOA website: www.cfoa.org.uk/11680. CFOA Regional Protective Security Steering
Groups are established to oversee the implementation of the deliverables locally.

8.5

The constitution of CFOA nations and regional groups is for local determination, but it is suggested
that the inclusion of lead officers in respect of protective security, personnel, human resources,
information technology, fire control, interagency liaison officers, national resilience assurance
officers and external agencies such as police Counter Terrorist Security Advisers (CTSA) be
considered.
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9

Protective Security Working Group - Key Objectives

9.1

The CFOA Protective Security Working Group sees its primary task as translating national
guidance to fire and rescue services on personnel, physical and information security, working
together with the DCLG Departmental Security Officer and the CFRA Senior Fire and Rescue
Security Adviser.

9.2

Minimising financial impact and the elimination of duplication of effort can be achieved by
identifying/sharing good practice and sharing the remaining work requirements between fire and
rescue services.

9.3

Key to the successful achievement of these objectives is the development of strong project
governance arrangements with (joint) Fire & Rescue Service Action Plans for each workstream,
which would include:

9.4



Risk register with risk owners



Clear objectives



Action plan milestones with target dates



Action log

A further key role of the CFOA Protective Security Working Group is to identify and make the
business case for funding where it was clear that a particular requirement did indeed comprise a
new burden.

9.5

The CFOA Protective Security Working Group, its relationship to the National Operations
Committee and CFOA regions, and a model regional structure are illustrated below:
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10

CFOA (Local / Joint / Regional) Protective Security Working Groups
Model Structure
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10

CFOA (Local / Joint / Regional) Protective Security Working Groups
Model Structure (continued)

10.1 It is suggested that the responsibility for achieving compliance against the mandatory requirements
of the SPF should be divided between a Protective Security Steering Group and three sub-groups
(Personnel Security, Information Security & Assurance and Physical Security) as detailed below.
(Local / Joint / Regional) Protective Security Steering Group






BM Chair
Senior Human Resources Managers
Heads of ICT
Senior Corporate Resources Managers
Regional Co-ordinator







Interagency Liaison Officer
Property Managers
Local Counter Terrorism Security Adviser
Training Officers
NRAT Coordinator / Deputy




Human Resources
Training Officer




Resilience Leads
Crowded Places Lead



Information Managers

Personnel Security Sub-Group



BM, Director
Human Resources

Physical Security Sub-Group





BM, Director
Training Officers
Heads of Transport
Heads of Estates

Information Security and Assurance Sub-Group




BM, Director
Heads of ICT
Training Officers

10.2 It is also suggested that, when collaborating, Fire & Rescue Services develop a protective security
network of key personnel:


Principal Officer (Project Sponsor) (from each fire and rescue service)



Two representatives for each area of work (from each fire and rescue service)



Head of Department



Practitioner from within the department

Implementing the Protective Security Strategy
10.3 CFOA Yorkshire & Humberside region have devised the model Fire & Rescue Service protective
security implementation process set out overleaf.
10.4 Element 2 in the diagram and the baselines self-assessment process diagram refer to a number of
tools. These tools are outlined in more detail in section 3.
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Implementing the Protective Security Strategy - A Model Fire & Rescue Service Protective Security Implementation Process
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11

Implementing the Protective Security Strategy - A Risk-Based Approach

11.1 A key element in the delivery of the implementation of the Fire & Rescue Service Protective Security Strategy is an assessment of the risks
involved and progress towards the mitigation of these risks.
11.2 To assist in this process, Fire & Rescue Services may wish to use a risk assessment matrix based on the standard impact / likelihood risk
assessment template (see appendix 1).
11.3 Fire & Rescue Services setting out to implement the Protective Security Strategy should consider assessing their position using this approach at
the outset and using these matrices as tools to monitor direction of progress.

Risk

Risk Description
Examples of key risks

Initial
Risk

Control Measure

Potential Risk

Examples of key control measures

(Post control
Measure)

Progress against
Control Measure

Loss of life due to a terrorist or malicious
attack resulting from a breach of security
within the FRS

M/H

Compliance with the Mandatory
Requirements contained within the HMG
Security Policy Framework

0%

PS2

Major disruption to the ability of FRS to
respond to emergencies due to a terrorist
or malicious attack

M/H

Compliance with the Mandatory
Requirements contained within the HMG
Security Policy Framework

0%

PS3

Intentional breach of security with the
intention of gaining information for terrorist
activity

M

Compliance with the Mandatory
Requirements contained within the HMG
Security Policy Framework

0%

PS4

Reputation and Legal implications of an
intentional breach of security with the
intention of gaining information for criminal
activity

H

Compliance with the Mandatory
Requirements contained within the HMG
Security Policy Framework

0%

PS5

Reputation and Legal implications
associated with an accidental breach of
Security resulting in the release of
personal information or information critical
to the protection of the Critical National
Infrastructure

H

Compliance with the Mandatory
Requirements contained within the HMG
Security Policy Framework

0%

FRS Protective Security Strategy

Risk / Control
Measure Owner
(in FRS)

PS1
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Implementing the Protective Security Strategy - A Risk-Based Approach (continued)
11.4 Using this risk-based approach, the relationship between the risks identified and achieving the aims of the SPF can be depicted and monitored
as illustrated below:

Protective Security Risk Matrix – Example
Initial - 2010

Impact

PS 1
PS 2

Objective (Jan 2012)
PS 4
PS 5

PS 3
PS 4
PS 5

PS 3

Likelihood
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Implementing the Protective Security Strategy
12.1 Reference is made in various places in this strategy to 3 Protective Security Frameworks: the SPF itself, ISO 270011 and the Government's
Information Governance Framework.
12.2 To enable an accurate appraisal of current and planned work, it may be useful for Fire & Rescue Services to consider the overlap between these
three key frameworks.

Security Policy Framework

ISO 27001 Framework

Information Governance Framework

Security in relation to Counter Terrorism and
Criminal Activity

Information Security Management System

Information Governance System

1

Risk Management and Compliance

1

Information Security Policy

1

Information Governance Management

2

Protective Marking and Asset Control

2

Organisation for Information Security

2

Information Security

3

Personnel Security

3

Asset Control

3

Information Compliance

4

Information Security and Assurance

4

Physical and Environmental Security

4

Data Quality Assurance

5

Physical Security

5

Access Control

5

Records Management

6

Counter Terrorism

6

Information System Acquisition,
Development and Maintenance

6

Information Sharing

7

Business Continuity

7

Information Security Incident
Management

8

Business Continuity Management

9

Compliance
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Section 2
1

Protective Security Matrix

1.1

This matrix has been developed together with the DCLG Departmental Security Officer and the CFRA Senior Fire & Rescue Security Adviser. It
is based on the original 70 SPF mandatory requirements (MRs), central guidance, risks and ownership from Cabinet Office SPF (V6). The SPF is
a live policy that is subject to Cabinet Office amendment; therefore, the numerical MR statements are not necessarily consecutive where sections
have been removed. The original wording of the SPF has been edited slightly to more closely relate to Fire & Rescue Service issues; for a
definitive view on wording, the SPF itself should always be consulted.

1.2

The matrix makes reference to a number of guidance documents, many of which are protectively marked, as per the Government Protective
Marking Scheme (GPMS). Where applicable, this is indicated with an appropriate suffix identifier. Such identifiers will be marked as PROTECT
(P), or RESTRICTED (R). Specific control mechanisms exist to protect the information in these documents, and it is imperative that Fire &
Rescue Service adhere to the requirements of the GPMS when handling these documents. If in doubt the advice of the CFOA Regional Security
Liaison Officer / CFRA Senior Fire & Rescue Security Adviser should be sought.

1.3

Access to the documents, transmission and transfer, may require an appropriate secure communication system. All CFOA Regional Security
Liaison Officers will be provided with the documents and guidance, for regional use and distribution. All documentation referred to within the
matrix is available through the National Resilience Extranet - Protective Security pages. Access to this area of the National Resilience Extranet is
restricted to one nominated individual per Fire & Rescue Service. This individual must be nominated to the appropriate CFOA Regional Security
Liaison Officer in order to be given access by the CFRA Senior Fire & Rescue Security Adviser. No direct nominations should be made to the
CFRA Senior Fire & Rescue Security Adviser.

1.4

Additional material and guidance will be available through the CFOA Community pages. Access to this area will be authorised by the CFOA
Regional Security Liaison Officers.
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2

Workstream Leads / Owners

2.1

The relationship of the 70 MRs detailed in HMG's Security Policy Framework to each of the Protective Security working group themes Personnel, Physical and Information Security are set out in the matrix.

2.2

In most cases, the lead for the CFOA Protective Security Working Group is one of the three CFOA Workstream Leads. Where CFOA leads are
not the owner, this is indicated.

3

Proposed Timescales

3.1

Since the publication of the original strategy in Fire Service Circular 64/2009, Fire & Rescue Services will be at different stages in the
implementation process and completion times will vary.

3.2

In this version of the matrix, the timescales have been adjusted from the original issue of Fire Service Circular 64/2009; however, they should not
be seen as definitive and many services will implement, or will already have implemented, ahead of these timescales. The timescales are:


Red

High Risk and/or action needed within 8 months



Amber

Medium Risk and/or action needed within 12 months



Green

Low risk and/or action needed within 18 months



Items "greyed out"

MRs not (wholly) applicable to the Fire & Rescue Service

Caution: Whilst this is generally the case, individual Fire & Rescue Services should always consider whether all or part of "greyed” MRs may be
relevant to their own particular circumstances
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MR

Lead

Owner

1: Governance, Risk Management and Compliance

Dependency / Action / Documentation

Comment / Action /
Status

1
High

Personnel

CFRA

FRAs should ensure that all staff understand the relevant requirements and
responsibilities placed upon them by the Security Policy Framework and
that they are properly equipped to meet the mandatory security policies as set
out in the framework.

FRS Protective Security Guidance (P)*

CFRA will devise a work
programme of PSRA
workshops to be agreed
with CPNI. Approval by
PSWG.

a.

Introduce SeCuRE tool into FRS

CFRA / CPNI will provide
for FRS via RSLOs /
RSGs

b.

Contractor management

FRSs

PSWG

Where FRSs and their contractors are subject to statutory security
requirements, such requirements shall take precedence. The requirements set
by security regulators and actions carried out by them will be consistent with
this framework.

FRSs


2
High

Personnel

3
High

FRSs

FRSs
etc

DCLG

4

5
High

PSWG

FRSs

FRS internal policies

FRSs should ensure that they and main delivery partners are compliant with
this framework, and must consider the extent to which those providing other
goods and / or services to them, or carrying out functions on their behalf, are
required to comply.

Ensure Protective Security requirements captured in
contract management process

FRSs should have a stated Management Team-level representative
responsible for Protective Security.

Each organisation to include a Protective Security
reference to a Management Team member

FRSs should identify clearly where security responsibilities lie, including the
relationship between the main Board and the Boards of other agencies.

FRS Protective Security Guidance (P)*

Departments and Agencies must have a designated Departmental Security
Officer (DSO), with day-to-day responsibilities for all aspects of Protective
Security (including physical, personnel and information security).

Achieved with the appointment of the Senior Fire &
Rescue Security Adviser post within CFRAU

FRS should adopt a risk management approach (including a detailed Risk
Register) to cover all areas of protective security across their organisation.



FRSs

FRS internal policies

This could be mirrored in FRSs or combined with the
role in MR3

FRSs

Implemented in
DCLG/CFRAU and
ongoing
FRS’s to consider

National guidance to be issued for local adoption

The PSWG process

FRS Protective Security Guidance (P)*

All the guidance
documents will be made
available through the
RSLOs

Risk Management in Government (P)*
HMG IA Standard No. 1 - Part 1 - Risk Assessment*
HMG IA Standard No. 1 - Part 2 - Risk Treatment*
HMG IA Standard No. 2 - Risk Management and
Accreditation of ICT Systems and Services*

FRS:
local Implementation

HMG IA Standard No. 2 - template*
HMG IA Standard No. 6 - Protecting Personal Data and
Managing Information Risk*
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MR

Lead

Owner

1: Governance, Risk Management and Compliance

Dependency / Action / Documentation

Comment / Action /
Status

6

DCLG

CFRA

Departments and Agencies must:

Achieved with annual FRS assurance included within
DCLG Departmental annual report.

CFRA / CFOA PSWG
group to agree the
content and format of the
FRS annual assurance
report

a) Make their departmental security policy widely available internally and
reference this in overall business plans.
b) Have a system of assurance of compliance with security policy, and
produce an annual report to their Head of Department / Management
Board on the state of all aspects of protective security.
DCLG

7
n/a

DCLG

8
9
High

Departments must submit an annual (end of financial year) security return to
the Cabinet Office Security Policy Division, covering their Agencies and main
delivery partners, and must include:

a.

Details of any changes to key individuals, responsible for security
matters (The appointment of a new DSO must be reported immediately).

b.

Significant departmental risks and mitigations that have implications for
protective security.

c.

All significant security incidents (those involving serious criminal activity,
damage to National Security, breaches of international security
agreements, serious reputational damage, data losses or leaks) –
individual breaches of this nature must also be reported immediately.

d.
e.

Declaration of meeting all Mandatory Requirements (green boxes).



Agree with CFOA Protective Security lead the
process for the provision of the information
contained within the annual report

Achieved with annual FRS assurance included within
Departmental annual report .See above

Acknowledgment in Departmental Statement on Internal Control stating
whether all Mandatory Requirements have been met.

Departments / Agencies must comply with oversight arrangements including
external Cabinet Office audit/compliance arrangements

Central performance management and scrutiny
arrangements to be determined

FRSs should ensure that:

FRS Protective Security Guidance (P)*

FRSs

a.

Management Team members responsible for security undergo security
and risk management familiarisation upon appointment.

As part of general security awareness culture. see MR1

CFRA

b.

All DSOs are given a joint security briefing from Cabinet Office and the
Centre for Protection of National Infrastructure (CPNI) on appointment,
and have either attended the relevant training courses before, or at the
earliest opportunity after, appointment.

CFRA

c.

All Departmental Security Unit (DSU) staff possess competencies and
training to the appropriate level, either by attending relevant internal
departmental or external government training.

FRSs

d.

Security education and awareness is built into all staff inductions, with
regular familiarisation thereafter.

FRSs

e.

There are plans in place to foster a culture of proportionate

Personnel

NFA

Basic security training and awareness should be
provided to all employees, including those without direct
access to protectively marked information, so that all
are familiar with the basic principles of protective
security. Those with specific security responsibilities,
with access to protectively marked assets and
management at all levels will require training and
briefing specific to the controls associated with the
handling of protectively marked material

FRS local implementation
in relation to each issue
as applicable considering local risk
assessments and
proportionality
All resources available
through SFRSA / RSLO /
or on request to CPNI.

- National School of Government e-learning
- SeCUre tool

Protective Security
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MR

Lead

Owner

1: Governance, Risk Management and Compliance

Dependency / Action / Documentation

FRSs

f.

- CPNI security awareness film

There is a clearly stated and available policy, and mechanisms in place,
to allow for independent and anonymous reporting of security
incidents.

Departments and Agencies must ensure that they adhere to any UK
obligations as set out in this framework and governed by multilateral or
bilateral international security agreements

10

Comment / Action /
Status

NFA

MR

Lead

Owner

2: Protective Marking and Asset Control

Dependency / Action / Documentation

Action by / Status

11
High

Physical

CFRA

FRSs should apply the Protective Marking System and the necessary
controls and technical measures as outlined in this framework.

National guidance to be produced for local
implementation & awareness training (via RSGs where
appropriate)

FRSs: local
Implementation

FRS Protective Security Guidance (P)*

12
High

Personnel

CFRA

FRSs should provide all staff with guidance on the Official Secrets Acts, Data
Protection Act and Freedom of Information Act. Staff handling protectively
marked information must be given guidance on how this legislation relates to
their role.

As part of induction and ongoing training and security
awareness culture

FRSs: local
Implementation

FRS Protective Security Guidance (P) *
Legal Guidance

14
High

Information

FRSs

FRSs should follow the minimum standards and procedures for handling
and protecting citizen or personal data, as outlined in HMG Infosec Standard
No.6 - Handling Personal Data.

Infosec standard / ISO27001
Local government data handling guidelines and staff
training and awareness
HMG IA Standard No.6 - Protecting Personal Data and
Managing Information Risk

15
High

16
High

Physical

Physical

CFRA

CFRA

FRSs should ensure that any protectively marked material subject to release
under the Freedom of Information Act is de-classified first and is marked as
such. The originator, or specified owner, must be consulted before protectively
marked material can be de-classified.

National guidance to be produced for local
implementation & awareness training (via RSGs where
appropriate)

FRSs should ensure that access to protectively marked assets is only granted
on the basis of the ‘need to know’ principle. All employees must be made fully
aware of their personal responsibility in applying this principle.

National guidance to be produced for local
implementation & awareness training (via RSGs where
appropriate)

FRSs to adopt/work
towards Adoption of
Infosec standard /
ISO27001 / Local
government data
handling guidelines
FRS: local
Implementation

FRS Protective Security Guidance (P)*
FRS: local
Implementation

FRS Protective Security Guidance (P) *

18
Med

Physical
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FRSs

FRSs should ensure that non-HMG material which is marked to indicate
sensitivity is handled at the equivalent level within the Protective Marking
System, or where there is no equivalence, to the level offered by PROTECT
as a minimum standard.
FRS Protective Security Strategy

Infosec standard / ISO27001
Local government data handling guidelines and staff
training and awareness

FRS to adopt and
implement - in proportion

October 2012

MR

Lead

Owner

2: Protective Marking and Asset Control

Dependency / Action / Documentation

Action by / Status

19

Physical

CFRA

FRSs should apply the following baseline controls to all protectively marked
material:

National guidance to be produced for local
implementation & awareness training (via RSGs where
appropriate)

FRSs: local
Implementation

High

a.

Access is granted on a genuine ‘need to know’ basis.

b.

Assets must be clearly and conspicuously marked. Where this is not
practical (for example the asset is a building, computer etc) staff must
have the appropriate security clearance and be made aware of the
protection and controls required.

c.

Only the originator or designated owner can protectively mark an asset.
Any change to the protective marking requires the originator or
designated owner’s permission. If they cannot be traced, a marking may
be changed, but only by consensus with other key recipients.

d.

Assets sent overseas (including UK posts) must be protected as
indicated by originator's marking and in accordance with any
international agreement. Particular care must be taken to protect assets
from foreign Freedom of Information legislation by use of national
prefixes and caveats or special handling instructions.

e.

No official record, held on any media, can be destroyed unless it has
been formally reviewed for historical interest under the provisions of the
Public Records Act.

f.

A file, or group of protectively marked documents or assets, must carry
the highest marking contained within it (for example a file or e-mail string
containing CONFIDENTIAL and RESTRICTED material must be covered
by the higher marking (e.g. CONFIDENTIAL).

FRS Protective Security Guidance (P)*
GPG 9 - Taking Account of the Aggregation of
Information

Departments and Agencies must meet special handling arrangements where
they apply.

20
21

Personnel

CFRA

High

FRSs must have a breach system and give clear guidance to all staff that
deliberate or accidental compromise of protectively marked material may lead
to disciplinary and or criminal proceedings.

a.

National guidance to be produced for local
implementation & awareness training (via RSGs
where appropriate)

FRSs: local
Implementation

FRS Protective Security Guidance (P)*
Security Breach Management (P)*
Leaks Procedural Guide (R)*

b.

FRSs

As part of induction and training and ongoing
security awareness culture

FRSs

MR

Lead

Owner

3: Personnel Security

Dependency / Action / Documentation

Action by / Status

22

Personnel

CFRA

FRSs should, as part of their risk management approach to protective
security, assess the need to apply personnel security controls against
specific posts and the access to sensitive assets.

Personnel security risk assessments to be carried out
within FRS national good practice and guidance to be
circulated to FRS. CPNI to facilitate PSRA workshops
for regions.

FRSs: local
Implementation

High

FRS Personnel Security Guidance
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MR

Lead

Owner

3: Personnel Security

Dependency / Action / Documentation

Action by / Status

Risk Assessment For Personnel Security

23
Med

Personnel

FRSs

FRSs should apply the requirements of the Baseline Personnel Security
Standard (BPSS) to all staff including contractors and temporary staff.

Based on 22 (above)
FRSs to adopt the baseline standard. This should be
underpinned by the outcome of each FRS personnel
security risk assessment. Also as a minimum precursor
to national security vetting where appropriate

FRSs: local
Implementation

FRS Personnel Security Guidance
HMG Baseline Personnel Security Standard
Pre-Employment Screening - A Good Practice Guide

24
Med

Personnel

CFRA

FRSs must ensure that National Security Vetting is only applied where it is
necessary, proportionate and adds real value.

Personnel security risk assessments to be carried out
within FRS. national good practice and guidance to be
circulated to FRS

FRSs: local
Implementation

FRS Personnel Security Guidance
Risk Assessment For Personnel Security

25
Med

Personnel

26

27

Personnel

CFRA

FRSs must follow the procedures for National Security Vetting as contained
in DCLG guidance.

DCLG

Only Government Departments and Agencies, or Police Forces can take
Security clearance decisions. They must make clear evidence based
decisions taking into account all available information. They must be prepared
to defend a decision if challenged.

CFRA

FRSs must have in place personnel security aftercare arrangements,
including formal reviews of National Security Vetting clearances and the
requirement to remind managers and individuals of their responsibility to
inform the vetting authorities of any change in circumstance that may impact
on the suitability to hold a security clearance.

National guidance to be produced for local
implementation & awareness training (via RSGs where
appropriate)

High

28

As above

FRSs: local
Implementation
NFA

FRSs: local
Implementation

FRS Personnel Security Guidance

DCLG

FRSs

FRSs within their internal policies and guidance, must refer employees
wishing to challenge National Security Vetting decisions to follow the
Government National Security Vetting appeals process.

All referenced through DCLG SFRSA / DSO
FRS Personnel Security Guidance

FRSs: local
Implementation

29

DCLG

FRSs

FRSs must inform Cabinet Office Security Policy Division where an individual
initiates a legal challenge in respect of a National Security Vetting decision.

As above

FRSs: local
Implementation

30
Med

DCLG

FRSs

FRSs must record how many, and what type of security vetting clearances
(CTC, SC, DV) have been undertaken on an annual basis, and also the
number, and the outcome of, internal and independent vetting appeals.

As above.

FRSs: local
Implementation

High
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MR

Lead

Owner

4: Information Assurance

Dependency / Action / Documentation

Action by / Status

31
High

Information

FRSs

FRSs must have, as a component of their overarching security policy, an
information security policy setting out how they and their delivery partners
comply with the minimum requirements set out in this policy document and the
wider framework.

Infosec standard / ISO27001

FRSs to adopt/work
towards these standards
or equivalent

It is NOT a MR that ISO 27001 is adopted but best advice is that fully
complying with the MRs will drive FRSs very close to full ISO 27001
compliance - and vice versa.

Note: Adoption of ISO 27000 applies to the majority of
ICT issues but may have a wider organisational context.

There is a key role in this
for the information asset
owner

DCLG

Departments and Agencies must conduct an annual technical risk assessment
(using HMG Infosec Standard No.1) for all HMG ICT Projects and
Programmes and when there is a significant change in a risk component
(Threat, Vulnerability, Impact etc.) to existing HMG ICT Systems in operation.
The assessment and the risk management decisions made must be recorded
in the Risk Management and Accreditation Documentation Set (RMADS),
using HMG Infosec Standard No.2 - Risk Management and Accreditation of
Information Systems.

Responsibility of lead government department

CFRA

FRSs

FRSs should, in conjunction with the Protective Marking System, use
Business Impact Levels (ILs) to assess and identify the impacts to the
business through the loss of Confidentiality, Integrity and/or Availability of data
and ICT systems should risks be realised. Aggregation of data must also be
considered as a factor in determining ILs.

Infosec standard / ISO27001

FRSs to adopt/work
towards these standards
or equivalent

DCLG

Information risk must be specifically addressed in the departmental annual
Statement on Internal Control (SIC), which is signed off by the Accounting
Officer.

Responsibility of Lead Government department

FRSs

FRSs should designate:
a. A Senior Information Risk Owner (SIRO); at Management Team-level,
responsible for managing service information risks, including maintaining
and reviewing an information risk register (The SIRO role may be
combined with other security or information Management Team-level
roles).
b. An Information Technology Security Officer (ITSO); responsible for
the security of information in electronic form.
c. A Communications Security Officer (ComSO) if cryptographic material
is handled.
d. Information Asset Owners; senior named individuals responsible for
each identified information asset (defined as data sets, databases and/or
ICT systems).

Infosec standard / ISO27001

ICT systems that process Government data must be accredited using HMG
Infosec Standard No. 2 - Risk Management and Accreditation of Information
Systems, and the accreditation status must be reviewed at least annually to
allow the Accreditor to judge whether material changes have occurred which

Infosec standard / ISO27001

32

33
High

Information

34

35
High

Information

DCLG

36
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Local government data handling guidelines and staff
training and awareness

Local government data handling guidelines and staff
training and awareness

Local government data handling guidelines and staff
training and awareness

Local government data handling guidelines and staff
training and awareness

FRSs to adopt/work
towards these standards
or equivalent - in
proportion to risks

This could apply to FRSs
in certain circumstances

October 2012

MR

Lead

Owner

4: Information Assurance

Dependency / Action / Documentation

Action by / Status

Infosec standard / ISO27001

FRSs to adopt/work
towards these standards
or equivalent

could alter the original accreditation decision.

37
High

Information

FRSs

FRSs should have the ability to regularly audit information assets and ICT
systems. This must include:
a.

Regular compliance checks by the Accreditor, ITSO etc. (documented in
the RMADS audit of the ICT system against configuration records).

b.

A forensic readiness policy that will maximise the ability to preserve and
analyse data generated by an ICT system, that may be required for legal
and management purposes.

38
High

Information

FRSs

All ICT systems must have suitable identification and authentication
controls to manage the risk of unauthorised access, enable auditing and the
correct management of user accounts.

39
High

Information

FRSs

FRSs should follow the requirements of any codes of connection, bilateral or
international agreements and community or shared services security policies
to which they are signatories (for example Government Secure Intranet
(GSI)). Codes of connection should cover the following technical policies:

40
High

Information

FRSs

a.

Patching policy, covering all ICT systems including Operating System
and applications, to reduce the risk from known vulnerabilities.

b.

Policy to manage risks posed by all forms of malicious software
(‘malware’), including viruses, spyware, phishing etc.

c.

Boundary security devices - (e.g. firewalls) must be installed on all
systems with a connection to untrusted networks, such as the Internet.

d.

Content checking/blocking policy.

e.

Lockdown policy to restrict unnecessary services and ensure that no
user has more privileges (access and functionality) than required.

f.

Where these are not covered by codes of connection, or Departments
are not signatories, separate policies covering these areas must be
established.

Local government data handling guidelines and staff
training and awareness

FRSs should comply with HMG Infosec Standard No.4 – Communications
Security and Cryptography (parts 1-3), paying particular attention to the
circumstances when encryption is required, the requirement to only use
CESG approved solutions, the control mechanisms for cryptographic items,
and the requirement for specified levels of personnel security clearance for
individuals handling cryptographic items.

Infosec standard / ISO27001
Local government data handling guidelines and staff
training and awareness
Infosec Standard No.4 – Communications Security and
Cryptography (parts 1-3)

FRSs to adopt/work
towards these standards
or equivalent - if
applicable and in
proportion

41

Information

FRSs

FRSs must follow specific Government procedures to manage the risk posed
by eavesdropping and electro-magnetic emanations.

Counter Eavesdropping (R)*

FRS to implement in
proportion. The majority
of other measures will
suffice for FRS security.

42

Information

FRSs

FRSs should have a policy on remote working (e.g. home or mobile) that
complies with the requirements in this framework.

Infosec standard / ISO27001

FRSs to adopt/work
towards these standards
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MR

Lead

Owner

4: Information Assurance

43

Physical

FRSs

FRSs should ensure that security requirements are specified in ICT
contracts.

44
High

Personnel

FRSs

FRSs should have clear policies and processes for reporting, managing and
resolving ICT security incidents.

45
High

Information

FRSs

FRSs should ensure that all media used for storing or processing protectively
marked or otherwise sensitive information must be disposed of or sanitised in
accordance with HMG Infosec Standard 5 – Secure Erasure of Protectively
Marked Material.

Dependency / Action / Documentation

Action by / Status

Local government data handling guidelines and staff
training and awareness

or equivalent
FRSs to adopt/work
towards these standards
or equivalent
FRSs to adopt/work
towards these standards
or equivalent

Infosec standard / ISO27001
Local government data handling guidelines and staff
training and awareness

FRSs to adopt/work
towards these standards
or equivalent

Infosec Standard 5 – Secure Erasure of Protectively
Marked Material.

46
High

Information

CFRA

47
High

Physical

CFRA

48
High

Information

FRSs

49
High

Information

MR
50
High

FRSs should ensure that ICT users with higher levels of privilege and/or
potentially wide access (e.g. system administrators, architects, programmers
etc.), or those with responsibility for ICT security, must be subject to
evaluation for (National) security clearances appropriate to the protective
marking of the information processed, or higher.

See MR 22

FRSs should ensure that all locations where information and system assets
(including cryptographic items) are kept must have appropriate level of
physical security as set out in this framework.

See MR 22

FRSs should ensure that all users of ICT systems are familiar with the
security operating procedures governing their use, receive appropriate
security training, and are aware of local processes for reporting issues of
security concern. They must further ensure that staff who manage and
maintain the secure configuration of ICT systems, and those with access to
information assets, are appropriately trained, are aware of incident reporting,
and the minimum standards relating to the handling of protectively marked
data.

Infosec standard / ISO27001

FRSs

FRSs should ensure that all locations where information and system assets
(including cryptographic items) are kept must have appropriate Business
Continuity and Disaster Recovery Plans.

Include as part of existing business continuity plans and
arrangements

FRS: local
Implementation

Lead

Owner

5: Physical Security

Dependency / Action / Documentation

Action by / Status

Physical

DCLG /
CFRA

FRSs should adopt a ‘layered’ approach to physical security, ensuring that
their physical security policy incorporates identifiable elements of prevention,
detection and response.

Adopt as part of Physical security risk assessments
commencing with high value assets (CNI)

Ongoing By NaCTSOs
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Personnel Security Risk Assessments to be carried
out within FRS

Personnel Security Risk Assessments to be carried
out within FRS

Local government data handling guidelines and staff
training and awareness

FRSs: local
Implementation;
Proportionality

FRSs: local
Implementation

FRSs to adopt/work
towards these standards
or equivalent

October 2012

MR

Lead

Owner

5: Physical Security

Dependency / Action / Documentation

Action by / Status

51
High

Physical

FRS

FRSs should use the Physical Security Assessment Questionnaire and the
Physical Security Baseline Controls Matrix to identify appropriate physical
security measures.

Security Assessment for Protectively Marked Assets
(SAPMA) (R)*

FRSs to adopt/work
towards these standards
or equivalent

Catalogue of Security Equipment (CSE) (R)*

Physical

FRSs

FRSs must ensure that protectively marked or valuable material is secured in
appropriate security containers. Large amounts of protectively marked
material or equipment, which cannot be stored in a security container, must be
stored in a secure room.

Review existing procedures against national guidance
and good practice and ensure adoption by FRS.

53
High

Physical

FRSs

FRSs should ensure that windows, doors, locks and entry controls meet
appropriate security standards in rooms holding protectively marked material
or sensitive assets.

Physical Security Guidance (R)*

54
High

Physical

FRSs

In open plan offices, FRSs should put in place procedures to avoid access to
protectively marked material by individuals who do not have a ‘need to know’.

55
High

Physical

FRSs

FRSs should assess the security risks to their estate ensuring that security
is fully integrated early in the process of planning, selecting, designing and
modifying their facilities.

56
High

Physical

FRSs

FRSs should control access to their estate using safeguards that will prevent
unauthorised access.

57
High

Physical

FRSs

FRSs should have plans and procedures for dealing with and intercepting
unauthorised visitors or intruders. Such plans must include the ability to
systematically search the establishment if necessary.

58
High

Physical

FRSs

FRSs should ensure that access control policies are made available to all
staff, and that staff are briefed on their personal responsibilities (e.g. wearing
a pass at all times, escorting visitors and searching their work area if
required).

59
High

Physical

FRSs

FRSs should have appropriate procedures in place for screening incoming
mail/deliveries for suspicious items.

60

DCLG

FRSs

FRS should consider the use of guard forces, where relevant, to protect the
assets they hold. Where guards are deployed they should follow the HMG
Guarding Standard.

FRS to review and adopt national standards for CNI
assets and other high value assets.
GSZ Manned Guarding Services Manual (R)*

FRS as appropriate

61

DCLG

FRSs

FRSs must establish a secure perimeter, with appropriate security barriers
and entry controls. Perimeters should offer physical protection from
unauthorised access, damage and interference and allow for the quick
identification of suspicious individuals or unusual items.

FRS to review and adopt national standards for CNI
assets and other high value assets.

FRS

62

DCLG

FRSs

FRS should produce a detailed Operational Requirement before deciding to
deploy a security measure, particularly when purchasing a system or security
product. This should clearly define what the system is expected to achieve.

As part of good business practice and planning

FRS as appropriate

Physical

FRSs

The deployment of CCTV must be in accordance with the CCTV Code of
Practice issued by the Information Commissioner.

CCTV Code of Practice

52
High

63
High
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FRS Protective Security Guidance
Guide to producing operational requirements

FRS: local
Implementation This will
form part of future
performance
management
assessments, guidance
available from local
CTSA

Guide to producing operational requirements
FRS: To be adopted as
good practice; local
Implementation
October 2012

MR

Lead

Owner

6: Counter-Terrorism

Dependency / Action / Documentation

Action by / Status

64

DCLG

DCLG

All Government establishments must be categorised according to the
likelihood of being, or in close proximity to, a potential terrorist target.

Central guidance/Action

DCLG / CFRA

65

CFRA

TBC

FRSs should ensure that it has baseline counter terrorist physical security
measures and counter terrorist incremental security measures in place at
each Response Level. Further, at each Response Level, responsible persons
should ensure that the identified counter terrorist incremental security
measures are applied and FRSs should be ready to impose or remove those
measures with immediate effect when there is a change in Response Level
and ensure that all staff are made clearly aware of the current Response
Level and what counter terrorist physical security measures must be adopted.



National guidance to be developed and
consideration to the FRS adopting the Government
response levels at key FRS sites

66

CFRA

TBC

FRSs should, as part of their overall protective security policy, have a
Counter-Terrorist protective security policy in place. This must seek to
deter and minimise impact of an attack or hostile interest, and must include:



National guidance to be produced for local
implementation as part of overall CT risk
assessment

a.
b.
c.
d.
e.
f.

67

CFRA

TBC

Currently ongoing work
and under review

Application of central advice and guidance.
Departmental roles and responsibilities (including third parties,
contractors etc).
Management controls and assurance that appropriate measures and
plans are in place.
Communication arrangements including briefing of staff.
Arrangements for testing Counter-Terrorist plans.
Liaison with emergency services and any multi-agency contingency
plans.

All FRS establishments that are assessed to be a HIGH or MEDIUM risk from
terrorist attack must have a Counter-Terrorist contingency plan in place. This
must seek to deter or minimise impact of an attack or hostile interest and must
include:
a) Details of all protective security measures (including physical, personnel,
information) to be implemented following an increase, or decrease, in the
Government Response Level.
b) Instructions on how to respond to a specific threat, event or item (e.g.
telephone bomb threat, a suspicious package or delivery, Vehicle Borne
Improvised Explosive Device (VBIEDs), hostile reconnaissance or hostile
individuals).
c) A search plan.
d) Evacuations plans, including details on securing premises in the event of
full evacuation.
e) Business continuity plans.
f) A communications and media strategy, including handling enquiries from
concerned family and friends.
g) Liaison with emergency services and any multi-agency contingency plans.

Subject to above
See MR 70

Area of work requiring
further discussion in
respect of FRS planning
and role for terrorist
incidents
Currently ongoing work
and under review

FRS establishments that are assessed to be at LOW threat from terrorist
attack must ensure that these requirements are incorporated into general
business continuity plans (see MR 70).
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MR

Lead

Owner

6: Counter-Terrorism

Dependency / Action / Documentation

Action by / Status

68

CFRA

TBC

As part of Business Continuity and emergency response plans, Departments
and Agencies must test their Counter-Terrorist protective security plans
regularly to ensure that plans are effective and that any potential problems are
identified and remedied.

Part of FRS Business Continuity Plan exercises and
reviews

Area of work requiring
further discussion in
respect of FRS planning
and role for terrorist
incidents

Minimum requirements are:

Currently ongoing work
and under review

a) HIGH risk - at least annually
b) MODERATE risk – at least once every two years
c) LOW risk – at the least every 3-5 years as part of broader business
continuity and emergency evacuation tests.
DCLG

69

TBC

Departments and Agencies must:

Lead Department security responsibility

a) Submit a brief report to the Head of Department summarising the
additional protective measures implemented following any increase in the
Government Response Level;
b) Provide an explicit statement of assurance on Counter-Terrorist protective
security as part of the annual security report made by the DSO to their Head
of Department (MR6)

Area of work requiring
further discussion in
respect of FRS planning
and role for terrorist
incidents
Currently ongoing work
and under review

c) Report the results of any tests of Counter-Terrorist protective security
plans in the annual security report to the Head of Department.

MR

Owner

7: Business Continuity

Action/Dependency

Action by / Status

70

FRS

FRS must have robust, up to date, fit for purpose and flexible business
continuity management arrangements that are supported by competent staff
that allow them to maintain, or as soon as possible resume provision of, key
products and services in the event of disruption. These arrangements must
follow industry best practice (BS25999 or equivalent standard) and FRS must
be able to clearly evidence alignment to this level.

Review existing plans and arrangements

FRS: local
Implementation

BCM arrangements must be tested and reviewed at least annually or following
significant organisational change.
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• SPF

HMG Security Policy Framework

• MR

SPF Mandatory Requirement

• CNI

Critical National Infrastructure

• CPNI

Centre for the Protection of the National Infrastructure

• PSS

FRS Protective Security Strategy

• CFRA

Chief Fire and Rescue Adviser/Unit

• CTSA

Counter Terrorism Security Adviser

• FRSs / FRAs

Individual Fire and Rescue Services / Authorities

• CSSI

CFOA Corporate Services and Sector Improvement Directorate

• POD

CFOA People and Organisational Development Directorate

• PSWG

Protective Security Working Group

• DCLG

Department for Communities and Local Government

• DSO

Departmental Security Officer

• SIRO/IO

Senior Information Risk Owner/ Information Owner

• RSGs

Regional Steering Groups

• RSLOs

Regional Security Liaison Officers

• SFRSA

Senior Fire & Rescue Security Advisor

• NaCTSO

National Counter Terrorism Security Office
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Section 3
Toolkit - Key Guidance and Implementation Tools
There are a number of resources and tools that provide a detailed picture regarding Protective
Security within Fire & Rescue Service. The various resources available are:
1

CPNI - Protective Security Provision

1.1

Subject to resources and an agreed action plan, CPNI will provide Personnel Security Risk
Assessment workshops and specific Physical Security Site Surveys. These will be limited in
provision and will be coordinated through the CFRA Senior Fire & Rescue Security Adviser and
the CFOA Protective Security Working Group.

1.2

Where appropriate, and in agreement with the CFRA Senior Fire & Rescue Security Adviser,
CPNI may also provide specific training courses and security awareness materials to support the
implementation of the Fire & Rescue Service Protective Security Strategy.
Note: The CFRA Senior Fire & Rescue Security Adviser is the single point of contact between
Fire & Rescue Services and CPNI.

2

CPNI - SeCuRE Tool

2.1

The Centre for the Protection of National Infrastructure (CPNI) has developed a questionnaire
that assesses the security culture within an organisation. The SeCuRE tool measures:


Employee attitudes and provides a snapshot of the organisations security culture



The cultural aspirations of managers within the organisation



Clearly identifies the difference between the current and desired organisational security
culture through the production of a gap analysis

3

Cabinet Office National School of Government - Virtual School Protecting Information

3.1

The 2005 Cabinet Office Data Handling Review required all civil servants with access to
protected personal data to be trained in information risk awareness. The learning is split into
three levels:
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Level 1 is designed for all staff and will provide them with a comprehensive guide to why
information is so important, the risks to its safety, and what they can do to protect it. It should
take about 1 hour 20 minutes to complete including the assessment.



Level 2 is designed for those who have a specific responsibility for handling information, and
is particularly aimed at Information Asset Owners and Line Managers, although it is also
relevant for others such as those in policy, project and procurement roles. It will help them
understand more about their role in ensuring that the information for which they are
responsible is properly protected and used. This should take around an hour to complete
including the assessment.



Level 3 is aimed at new Senior Information Risk Owners, Information Asset Owners and NonExecutive Directors. Provided by CESG, the package builds on the messages contained in
Levels 1 and 2 and provides a contextual overview and basic grounding in information
assurance, roles and responsibilities, information risk management and first steps in
managing an information loss incident.



All of the different levels of training are provided via an e-learning platform available through
the National Resilience Extranet and CFOA Community pages.

4

Information Governance Stock-take Tool

4.1

Those wishing to undertake a self-assessment of information governance arrangements within
their Fire & Rescue Service should consider the use of an information governance framework
toolkit such as that devised by a multi-agency information management forum within West
Yorkshire. This toolkit is based on best practice models of the NHS and the Local e-Government
Standards Board is available to CFOA members. It encompasses the following:

4.2

o

Information governance management

o

Information security

o

Information compliance

o

Data quality assurance

o

Records management

o

Information sharing

The West Yorkshire Information Governance Framework Improvement Plan is the conclusion of a
self assessment undertaken using this Information Governance Framework toolkit. More
information is available from the Yorkshire & Humberside RSLO.
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5

ISO 27001 Information & Security Management Stock-take Tool

5.1

A self assessment tool of compliance against the Information Security Management Framework
Standards in ISO 27001 has been developed in the CFOA Yorkshire and Humberside region. It
offers an analysis tool, which provides summary results in tabular format.
Note on ISO 27001


The basic objective of ISO 27001 is to help establish and maintain an effective information
management system, using a continual improvement approach. It implements OECD
(Organization for Economic Cooperation and Development) principles, governing security of
information and network systems.



It should be clearly noted that compliance with ISO 27001 is not essential to comply with the
relevant (ICT) MRs, but accreditation would be one route to this. On the other hand,
compliance with all the relevant MRs means that a Fire & Rescue Services would be very
nearly at ISO 27001 standard and Fire & Rescue Authorities may consider the relatively small
additional work to fully comply with 27001 worthwhile.

6

Fire & Rescue Service Checklist: 70 Mandatory Requirements within HMG Security Policy
Framework - Appendix 2

6.1

A tool for self-assessment of compliance against the 70 mandatory requirements in HMG's
Security Policy Framework, which originated in North Yorkshire Fire and Rescue Service, has
been developed to enable a quick and easy gap analysis to provide Management Teams and
protective security practitioners with a snapshot of the position of their organisation in relation to
the 70 SPF mandatory requirements.

6.2

The tool has been further developed to enable the degree of compliance within a region or group
of Fire & Rescue Services to be assessed and a priority list developed if required. The tool has
been developed against the original MR list and may vary slightly from the latest version of the
SPF; however, the fundamental intent of the framework has not changed and it will assist
services in completing a gap analysis.

7

Staff Security Awareness: Film

7.1

CPNI has produced a DVD, which focuses on staff security awareness. This is available free of
charge. To request a copy of the films please contact: enquiries@cpni.gsi.gov.uk and include
your postal address.
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8

Security Awareness Campaign Kit

8.1

CPNI has also developed a security awareness campaign kit, which contains advice, and easy to
use downloads for promoting security awareness amongst staff. This is also available free of
charge. To request a copy of the Security Awareness Campaign Kit please contact:
enquiries@cpni.gsi.gov.uk and include your postal address.
Key Guidance
The Cabinet Office and other Government Departments - and other bodies such as ISO - have
produced a number of key policies and guidance notes crucial and/or highly relevant to the
implementation of the Security Policy Framework in the fire and rescue service.
HM Government


HMG Security Policy Framework



Safeguarding Identity



CESG (National Technical Authority for Information Assurance) Infosec assured products:
o

Infosec Standard No.4:

Communications Security and Cryptography (parts 1-3)

o

Infosec Standard No.6:

Handling Personal Data

Cabinet Office


HMG Baseline Personnel Security Standard



Guidance on the use of Business Impact Level Tables

CPNI


Guidance on the disclosure into the public domain of sensitive information



Pre-employment screening: A good practice guide (3rd edition)



Risk assessment for personnel security



Ongoing personnel security: A good practice guide

DCLG


Fire Service Circular 64/2009 Implementation of a Fire & Rescue Service Protective Security
Strategy

Information Commissioner's Office
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LGA, SOLACE et al


Local Government Data Handling Guidelines

International Organization for Standardisation - ISO


ISO 27001 "Information Security Management - Specification with Guidance for Use". This is
the replacement for BS7799-2.
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Appendix 1 - Standard Risk Matrix

Impact
Major

Major

4

8

12

Significant

Impact

Serious

6

9

4

6

Minor

2

3

Appendix 1

1

4

Very
likely

Likely

Unlikely

Very
unlikely

Likelihood

2

8

Minor

1

3

12

Significant

2

4

16

Serious

3

Score

Description (threats)


Major potential impact on safety / critical control systems



Major potential impact on operational performance



Prosecution by Enforcing Authorities



Statutory/legislative mandate



National media coverage



Major financial / budgetary implications



Serious potential impact on safety / control systems



Serious potential impact on operational performance



Attract scrutiny by Regulatory Bodies



Code of practice expectation



Local media coverage



Serious financial / budgetary implications



Significant potential impact on safety / control systems



Significant potential impact on operational performance



Increased public expectation



Significant financial/budgetary implications



Minor impact on safety / control systems



Minor impact on operational performance



Minimal disruptions not affecting service



Minor financial loss

Likelihood

Score

Description (threats)

Very likely

4



More than 75% chance of occurrence

Likely

3



40%-75% chance of occurrence

Unlikely

2



10%- 40% chance of occurrence

Very unlikely

1
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HMG Security Policy Framework Security Policy 1
Risk Management and Compliance
MR

Mandatory Requirement

10 Mandatory Requirements
6 for Fire and Rescue Services
Rating
0-4

Comments
(Please provide sufficient detail to support the rating)

1

Do all staff understand the relevant requirements of the SPF

2

Are the main delivery partners are compliant with the SPF

1

3

Does an executive level Board member have overall responsibility for
Protective Security

2

4

Does each department have a Departmental Security Officer (DSO)

-

5

Has the organisation taken a Risk Managed approach to Protective
Security and developed a detailed PS risk register

3

6

Is a Security Policy widely available and referenced in other Business Plans

4

7

Departments must submit an annual (end of financial year) security return to the Cabinet
Office Security Policy Division, covering their Agencies and main delivery partners, and must
include:

-

Achieved with annual FRS assurance included within Departmental annual report. Not
required for the FRS

8

Departments / Agencies must comply with oversight arrangements including external Cabinet
Office audit/compliance arrangements

-

Central performance management and scrutiny arrangements to be determined. Not required
for the FRS

Training and Governance

0

9a. Has the Board Member responsible for Protective Security undergone
security and risk management training, eg Senior Information Risk Owner
(SIRO) training

0

9b. Have Departmental Security Officers (DSOs) attended relevant training
courses before and after appointment

0

9c. Does the organisation have a plan to improve the positive security
culture

0

9

Not required for the Fire and Rescue Service; individual FRSs may consider appointing a
Protective Security reference lead to support SIRO etc..

10

9d. Has a policy been developed and introduced to allow for anonymous
reporting of security incidents

0

Departments and Agencies must ensure that they adhere to any UK obligations in regard to
international or bilateral agreement

-

HMG Security Policy Framework - Security Policy 6
Counter Terrorism
MR

Mandatory Requirement

6 Mandatory Requirements
Rating
0-4

64

Has the FRS establishments been assessed in relation to the likelihood of
being, or in close proximity to, a potential terrorist target

0

65

Have baseline and incremental Counter Terrorism physical security
measures been implemented for each response level

1

66

Has a Counter Terrorism protective security policy been developed and
implemented? ( See guidance in the SPF)

2

67

Has a Counter Terrorism protective security plan been developed and
implemented (See guidance in the SPF)

3

68

Are Counter Terrorism protective security plans tested regularly

4

69

Ensure that DSO must provide a security report to the Head of Department
annually and include a section on CT protective security

0

70

Mandatory Requirement
Have flexible business continuity management arrangements been
developed, implemented, regularly tested and reviewed

Comments
(Please provide sufficient detail to support the rating)

CPNI assistance; Relevance and action on these points subject to local
conditions

1 Mandatory Requirement

HMG Security Policy Framework - Security Policy 7
Business Continuity
MR

Not required for the FRS

Rating
0-4
0

Comments
(Please provide sufficient detail to support the rating)

HMG Security Policy Framework - Security Policy 2
Protective Marking and Asset Control
MR

Mandatory Requirement

9 Mandatory Requirements
8 for Fire and Rescue Services
Rating
0-4

11

Has a Protective Marking policy and procedure be introduced

0

12

Are staff provided with guidance on the Official Secrets Act, Data
Protection Act and Freedom of Information Act

1

14

Are the minimum standards for handling data are followed

2

15

Is protectively marked material which is to be released under the FIO
declassified first and the originator informed

3

16

Is access to protectively marked assets only granted on a need to know
basis

4

18

FRSs should ensure that non-HMG material which is marked to indicate
sensitivity is handled at the equivalent level within the Protective Marking
System, or where there is no equivalence, to the level offered by
PROTECT as a minimum standard.

19

Are baseline controls applied to all Protectively Marked material

20

Departments and Agencies must meet special handling arrangements where they apply.

21

Has a policy or procedure been introduced which details how deliberate or
accidental compromise of Protectively Marked material can lead to
discipline or criminal proceedings

-

22

Mandatory Requirement
Has the need to apply Personnel Security controls against specified posts
and access to sensitive assets been assessed

(HMG 1A No6 Protective Data and Managing Risk Information)

Not required for the FRS

9 Mandatory Requirements
8 for Fire and Rescue Services

HMG Security Policy Framework (SPF) - Security Policy 3
Personnel Security
MR

Comments
(Please provide sufficient detail to support the rating)

Rating
0-4
0

Comments
(Please provide sufficient detail to support the rating)

23

Is the Baseline Personnel Security Standard applied to all staff, contractors
and temporary staff

1

24

Is National Security Vetting applied where necessary

2

25

Are the correct procedures for national security vetting are followed

3

26

Only Government Departments and Agencies, or Police Forces can take Security clearance
decisions.

-

27

Have National Vetting security aftercare arrangements been introduced
(inform national vetting authority of change of details etc)

4

28

29

30

FRSs must have in place an internal departmental appeals process for
existing employees wishing to challenge National Security Vetting
decisions.
FRSs must inform Cabinet Office Security Policy Division where an
individual initiates a legal challenge in respect of a National Security Vetting
decision.
FRSs must record how many, and what type of security vetting clearances
have been undertaken on an annual basis, and also the number, and the
outcome of, internal and independent vetting appeals.

Not required for the FRS

HMG Security Policy Framework (SPF) - Security Policy 4
Information Security and Assurance

19 Mandatory Requirements
16 for Fire and Rescue Services
Rating
0-4

MR

Mandatory Requirement

31

Has the FRS developed an overarching Security Policy which details how
the organisation and delivery partners comply with the minimum standards
of the SPF

0

32

Is an annual technical risk assessment completed and decisions recorded in the Risk
Management and Accreditation Document Set

-

33

In conjunction with a Protective Marking System are Business Impact
Levels used to assess and identify the impacts to the business

1

34

Is a departmental annual statement of internal control completed and signed off by the
accounting officer which details how information risks are being addressed?

-

Has the FRS determined the need for the following posts

2

35a - Senior Information Risk Officer (SIRO) at Board level

3

35b - Information Technology Security Officer (ITSO)

4

35

Comments
(Please provide sufficient detail to support the rating)

Responsibility of lead government department

35c - Communication Security Officer (ComSO)
35d - Information Asset Owner

36

37

ICT systems that process Government data must be accredited using HMG Infosec Standard
No. 2 - Risk Management and Accreditation of Information Systems

-

Are all Information Assets audited regularly

0

37a - Are Compliance checks carried out by the ITSO

This could apply to FRSs in certain circumstances

37b - Does the organisation have a Forensic readiness policy
38

Do all IT systems have suitable identification and authentication controls

39

Does the organisation use secure codes of connection eg GSI

40

FRSs should comply with HMG Infosec Standard No.4 – Communications
Security and Cryptography (parts 1-3)

41

FRSs must follow specific Government procedures to manage the risk
posed by eavesdropping and electro-magnetic emanations

42

Has a Protective Security Policy been developed and introduced regarding
remote home working

43

Are Protective Security requirements specified in ICT contracts

44

FRSs should have clear policies and processes for reporting, managing
and resolving ICT security incidents

45

Has a policy and procedure been developed and introduced to ensure that
sensitive information is disposed of or sanitised in accordance with HMG
1A standard No. 5 – Secure sanitisation of protectively marked or sensitive
information

46

Are ICT users with high levels of privilege subject to evaluation for National
Security clearance

47

Are the locations where IT systems are kept subject to an appropriate level
of physical security

48

Are all users of IT systems familiar with security operating procedures

49

Does the organisation have appropriate ICT Business Continuity and
Disaster Recovery plans

4

HMG Security Policy Framework (SPF) - Security Policy 5
Physical Security
MR

Mandatory Requirement

14 Mandatory Requirements
14 for Fire and Rescue Services
Rating
0-4

50

Has the FRS adopted a layered approach to physical security which
includes policies covering prevention, detection and response

0

51

Has the FRS completed the Physical Security assessment questionnaire
and physical security baseline control matrix to identify appropriate physical
security measures

1

52

Is all protectively marked material is secured in appropriate containers

2

53

Do all windows, doors, locks and entry controls meet the appropriate
security standards in rooms that hold protectively marked material

3

54

Are policies and procedures in place to avoid access to protectively marked
material

4

55

Are security risks assessed to ensure that security is fully integrated early
into the process of planning, selecting, designing and modifying the estate
and facilities

56

Are access controls to property within the FRS appropriate and use
safeguards that will prevent unauthorised access

57

Does the FRS have plans and procedures for dealing with unauthorised
visitors including the ability to search establishments systematically

58

Does the FRS ensure that access control policies are made available to all
staff and that staff are briefed on personnel responsibilities eg wearing
passes and escorting visitors

59

Does the FRS have appropriate procedures in place for screening
incoming mail/deliveries for suspicious items etc.

60

FRS should consider the use of guard forces to protect the assets they
hold. Where guards are deployed they must follow the HMG Guarding
Standard.

61

Do the buildings within the FRS have a secure perimeter with appropriate
security barriers and entry controls

Comments
(Please provide sufficient detail to support the rating)

62

Does the FRS ensure that operational requirements are identified before
deciding to deploy a security measure, particularly when purchasing a
system

63

Is the deployment of CCTV undertaken in accordance with the Data
Protection Act

FRS Gap Analysis against the SPF Mandatory Requirements - Joint/Collaboration Summary Tool
This summary tool is designed to allow FRSs working in cooperation to assess an overall position (the Median of individual results) on Protective Security within their region/groupin
The data from FRS 1 is automatically entered from the previous worksheets and this tool can be easily expanded to allow all data from other FRSs involved to be automatically
imported if required. These results are displayed graphically and in priority order in the following worksheets.
Note: this tool is currently populated with dummy data to test and display the system
FRS 3

FRS 4

FRS 5

Median

1 - Risk Management and Compliance

FRS 2

and Asset Control

FRS 1

SPF
Security
Policy

1

Do all staff understand the relevant requirements of the Security Policy Framework (SPF)?

0

1

1

0

0

0

2

Are the main delivery partners are compliant with the SPF?

1

0

0

0

0

0

3

Does an executive level Board member have overall responsibility for Protective Security i.e. SIRO?

2

0

0

4

2

2

4

Does each department have a Departmental Security Officer (DSO)?

-

-

-

-

-

-

5

Has the organisation taken a Risk Managed approach to Protective Security and developed a detailed PS risk register.

3

2

2

0

1

2

6

Is a Security Policy widely available and referenced in other Business Plans.

4

0

3

0

0

0

7

Not required for the FRS

-

-

-

-

-

-

8

Not required for the FRS

-

-

-

-

-

-

9

Training and Governance

0

0

4

3

0

0

9a

Has the Board Member responsible for Protective Security undergone security and risk management training i.e. Senior Information Risk Owner
(SIRO) training?

0

0

1

1

3

1

9b

Have Departmental Security Officers (DSO's) attended relevant training courses before and after appointment?

0

0

0

2

0

0

9c

Does the organisation have a plan to improve the positive security culture?

0

0

3

2

1

1

9d

Has a policy been developed and introduced to allow for anonymous reporting of security incidents?

0

3

4

3

0

3

10

Not required for the FRS

-

11

Has a Protective Marking policy and procedure been introduced?

0

0

0

2

1

0

12

Are staff provided with guidance on the Official Secrets Act, Data Protection Act and Freedom of Information Act?

1

2

0

2

2

2

14

Are the minimum standards for handling data followed (HMG 1A No6 Protective Data and Managing Risk Information)?

2

1

0

2

3

2

15

Is protectively marked material which is to be released under the FOI declassified first and the originator informed?

3

0

4

1

4

3

MR

Mandatory Requirement

2 - Protective Marking a
3 - Personnel Security
ty and Assurance

16

18

Is access to protectively marked assets only granted on a need to know basis?

FRSs should ensure that non-HMG material which is marked to indicate sensitivity is handled at the equivalent level within the Protective Marking
System, or where there is no equivalence, to the level offered by PROTECT as a minimum

standard.

4

3

0

2

1

2

0

0

0

2

1

0

19

Are baseline controls applied to all Protectively Marked material?

0

1

0

2

1

1

20

Not required for the FRS

-

-

-

-

-

-

21

Has a policy or procedure been introduced which details how deliberate or accidental compromise of Protectively Marked material can lead to
discipline or criminal proceedings?

0

0

0

4

0

0

22

Has the need to apply Personnel Security controls against specified posts and access to sensitive assets been assessed?

0

1

0

3

1

1

23

Is the Baseline Personnel Security Standard (BPSS) applied to all staff, contractors and temporary staff?

1

3

1

3

3

3

24

Is National Security Vetting applied where necessary?

2

4

2

2

3

2

25

Are the correct procedures for national security vetting are followed?

3

4

0

4

4

4

26

Not required for the FRS

-

-

-

-

-

-

27

Have National Vetting security aftercare arrangements been introduced ( inform national vetting authority of change of details et)?

4

3

0

0

2

2

28

FRSs must have in place an internal departmental appeals process for existing employees wishing to challenge National Security Vetting decisions.

0

1

0

3

0

0

29

FRSs must inform Cabinet Office Security Policy Division where an individual initiates a legal challenge in respect of a National Security Vetting
decision.

0

0

2

0

4

0

30

FRSs must record how many, and what type of security vetting clearances have been undertaken on an annual basis

0

3

0

0

0

0

31

Has the organisation developed an overarching Security Policy detailing how the organisation and delivery partners comply with the SPF?

0

3

3

2

1

2

32

Not required for the FRS

-

-

-

-

-

-

33

In conjunction with a Protective Marking System are business Impact Levels used to assess and identify the impacts to the business?

1

1

1

0

1

1

34

Not required for the FRS

-

-

-

-

-

-

35

Has the FRS determined the need for the following posts

2

2

2

3

3

2

35a Senior Information Risk Officer (SIRO) at board level

3

0

2

3

2

2

35b Information Technology Security Officer (ITSO)

4

3

4

2

2

3

35c Communication Security Officer (ComSO)

0

0

1

2

0

0

35d Information Asset Owner

0

0

2

2

1

1

36

Not required for the FRS

-

-

-

-

-

37

Are all Information Assets audited regularly?

0

4

2

1

1

1

37a Are Compliance checks carried out by the ITSO?

0

4

0

2

1

1

4 - Information Securit
5 - Physical Security

37b Does the organisation have a Forensic readiness policy?

0

4

1

2

0

1

38

Do all IT systems have suitable identification and authentication controls?

0

3

1

2

4

2

39

Does the organisation use secure codes of connection i.e. gsi?

0

3

2

4

3

3

40

FRSs should comply with HMG Infosec Standard No.4 – Communications Security and Cryptography (parts 1-3)

0

41

FRSs must follow specific Government procedures to manage the risk posed by eavesdropping and electro-magnetic emanations

0

42

Has a Protective Security Policy been developed and introduced regarding remote home working

0

4

1

4

0

1

43

Are Protective Security requirements specified in ICT contracts?

0

0

0

0

1

0

44

FRSs should have clear policies and processes for reporting, managing and resolving ICT security incidents

0

45

Has a policy and procedure been developed and introduced to ensure that sensitive information is disposed of or sanitised in accordance with HMG 1A
standard No. 5 – Secure sanitisation of protectively marked or sensitive information?

0

2

2

2

1

2

46

Are ICT users with high levels of privilege subject to evaluation for National Security clearance?

0

2

0

2

1

1

47

Are the locations where IT systems are kept subject to an appropriate level of physical security?

0

3

1

2

2

2

48

Are all users of IT systems familiar with security operating procedures?

0

3

0

2

1

1

49

Does the organisation have appropriate ICT Business Continuity and Disaster Recovery plans?

4

4

1

2

4

4

50

Has the organisation adopted a layered approach to physical security which includes policies covering prevention, detection and response?

0

1

1

2

0

1

51

Has the organisation completed the Physical Security assessment questionnaire and physical security baseline control matrix to identify appropriate
physical security measures?

1

0

1

2

0

1

52

Is all protectively marked material is secured in appropriate containers?

2

0

1

4

3

2

53

Do all Windows, doors, locks and entry controls meet the appropriate security standards in rooms that hold protectively marked material?

3

0

1

2

2

2

54

Are Policies and Procedures in place to avoid access to protectively marked material?

4

0

2

2

1

2

55

Are security risks assessed to ensure that security is fully integrated early into the process of planning, selecting, designing and modifying the estate
and facilities?

0

2

2

2

1

2

56

Are access controls to property within the organisation appropriate and use safeguards that will prevent unauthorised access?

0

3

1

4

2

2

57

Does the organisation have plans and procedures for dealing with unauthorised visitors including the ability to search establishments systematically?

0

0

1

1

0

0

58

Does the organisation ensure that access control policies are made available to all staff and that staff are briefed on personnel responsibilities i.e.
wearing passes and escorting visitors etc.?

0

0

4

2

0

0

59

Does the organisation have appropriate procedures in place for screening incoming mail/deliveries for suspicious items etc.?

0

3

2

4

1

2

60

Not required for the FRS.

0

61

Do the buildings within the FRS have a secure perimeter with appropriate security barriers and entry controls?

0

3

2

2

4

2

62

Does the organisation ensure that operational requirements are identified before deciding to deploy a security measure, particularly when purchasing a
system. Clearly define what is meant to be achieved?

0

3

4

2

2

2

63

Is the deployment of CCTV undertaken in accordance with the Data Protection Act?

0

4

1

2

1

1

6 - Counter Terrorism

64

Have the FRS establishments been assessed in relation to the likelihood of being, or in close proximity to, a potential terrorist target?

0

0

1

2

3

1

65

Have baseline and incremental Counter Terrorism physical security measures been implemented for each response level?

1

0

1

2

0

1

66

Has a Counter Terrorism protective security policy been developed and implemented (See guidance in the Security Policy Framework (SPF)?

2

0

2

2

0

2

67

Has a Counter Terrorism protective security plan been developed and implemented (See guidance in the Security Policy Framework (SPF)?

3

0

0

1

0

0

68

Does the DSO provide a security report to the Head of Department annually and include a section on CT protective security.

4

0

3

2

0

2

69

Are Counter Terrorism protective security plans tested regularly?

0

0

1

2

0

0

70. Have flexible business continuity management arrangements been developed, implemented, regularly tested and reviewed?

0

3

3

2

4

3

7 - Business
Continuity

FRS Gap Analysis against the SPF Mandatory Requirements - Joint/Collaboration Summary Tool

Protective Security - Collaboration Overview

Mandatory Requirements

60

50
Nothing in place or Limited awareness of
SPF Mandatory Requirements
40

30

Responsibility Assigned. Working towards
Mandatory Requirement. Partial
Compliance

20

Full Compliance Achieved

10

0
FRS 1

FRS 2

FRS 3

FRS 4

FRS 5

Median

Participating FRSs

Result totals from Gap Analysis W/Sheet

FRS 1

FRS 2

FRS 3

FRS 4

FRS 5

Median

Nothing in place or Limited awareness of SPF Mandatory Requirements

50

35

40

14

41

34

Responsibility Assigned. Working towards Mandatory Requirement. Partial
Compliance

12

22

19

43

17

29

Full Compliance Achieved

7

8

6

8

7

2

69

65

65

65

65

65

TOTAL

Note: this tool is currently populated with dummy data to test and display the system

FRS Gap Analysis against the SPF Mandatory Requirements - Joint/Collaboration Summary Tool: Priorities
This summary tool is designed to allow FRSs working in cooperation to assess an overall position (the Median of individual results) on Protective
Security within their grouping
The data from FRS 1 is automatically entered from the previous worksheets and this tool can be easily expanded to allow all data from the FRSs
involved to be automatically imported if required. By sorting the compliance column a priority list can be established.

Note: this tool is currently populated with dummy data to test and display the system
MR
Number

Mandatory Requirements

To Prioritise,
sort this
column
Compliance
Level

1

Do all staff understand the relevant requirements of the Security Policy Framework (SPF)?

0

2

Are the main delivery partners are compliant with the SPF?

0

3

Does an executive level Board member have overall responsibility for Protective Security i.e. SIRO?

2

4

Does each department have a Departmental Security Officer (DSO)?

-

5

Has the organisation taken a Risk Managed approach to Protective Security and developed a detailed PS risk register.

2

6

Is a Security Policy widely available and referenced in other Business Plans.

0

9a

Has the Board Member responsible for Protective Security undergone security and risk management training i.e. Senior
Information Risk Owner (SIRO) training?

1

9b

Have Departmental Security Officers (DSO's) attended relevant training courses before and after appointment?

0

9c

Does the organisation have a plan to improve the positive security culture?

1

9d

Has a policy been developed and introduced to allow for anonymous reporting of security incidents?

3

11

Has a Protective Marking policy and procedure been introduced?

0

12

Are staff provided with guidance on the Official Secrets Act, Data Protection Act and Freedom of Information Act?

2

14

Are the minimum standards for handling data followed (HMG 1A No6 Protective Data and Managing Risk Information)?

2

15

Is protectively marked material which is to be released under the FOI declassified first and the originator informed?

3

16

Is access to protectively marked assets only granted on a need to know basis?

2

19

Are baseline controls applied to all Protectively Marked material?

1

21

Has a policy or procedure been introduced which details how deliberate or accidental compromise of Protectively Marked
material can lead to discipline or criminal proceedings?

0

22

Has the need to apply Personnel Security controls against specified posts and access to sensitive assets been
assessed?

1

23

Is the Baseline Personnel Security Standard (BPSS) applied to all staff, contractors and temporary staff?

3

24

Is National Security Vetting applied where necessary?

2

25

Are the correct procedures for national security vetting are followed?

4

27

Have National Vetting security aftercare arrangements been introduced

2

31

Has the organisation developed an overarching Security Policy detailing how the organisation and delivery partners
comply with the SPF?

2

32

Is an annual technical risk assessment completed and decisions recorded in the Risk Management and Accreditation
Document Set?

-

33

In conjunction with a Protective Marking System are business Impact Levels used to assess and identify the impacts to
the business?

1

34

Is a departmental annual statement of internal control completed and signed off by the accounting officer detailing how
information risks are being addressed?

-

35a

Senior Information Risk Officer (SIRO) at board level

2

35b

Information Technology Security Officer (ITSO)

3

35c

Communication Security Officer (ComSO)

0

35d

Information Asset Owner

1

36

Are the ICT systems are accredited to ISO 27001?

0

37

Are all Information Assets audited regularly?

1

37a

Are Compliance checks carried out by the ITSO?

0

37b

Does the organisation have a Forensic readiness policy?

0

38

Do all IT systems have suitable identification and authentication controls?

2

39

Does the organisation use secure codes of connection i.e. gsi?

3

42

Has a Protective Security Policy been developed and introduced regarding remote home working

1

43

Are Protective Security requirements specified in ICT contracts?

0

45

Has a policy and procedure been developed and introduced to ensure that sensitive information is disposed of or
sanitised in accordance with HMG 1A standard No. 5 – Secure sanitisation of protectively marked or sensitive
information?

2

46

Are ICT users with high levels of privilege subject to evaluation for National Security clearance?

1

47

Are the locations where IT systems are kept subject to an appropriate level of physical security?

2

48

Are all users of IT systems familiar with security operating procedures?

1

49

Does the organisation have appropriate ICT Business Continuity and Disaster Recovery plans?

4

50

Has the organisation adopted a layered approach to physical security which includes policies covering prevention,
detection and response?

1

51

Has the organisation completed the Physical Security assessment questionnaire and physical security baseline control
matrix to identify appropriate physical security measures?

1

52

Is all protectively marked material is secured in appropriate containers?

2

53

Do all Windows, doors, locks and entry controls meet the appropriate security standards in rooms that hold protectively
marked material?

2

54

Are Policies and Procedures in place to avoid access to protectively marked material?

2

55

Are security risks assessed to ensure that security is fully integrated early into the process of planning, selecting,
designing and modifying the estate and facilities?

2

56

Are access controls to property within the organisation appropriate and use safeguards that will prevent unauthorised
access?

2

57

Does the organisation have plans and procedures for dealing with unauthorised visitors including the ability to search
establishments systematically?

0

58

Does the organisation ensure that access control policies are made available to all staff and that staff are briefed on
personnel responsibilities i.e. wearing passes and escorting visitors etc.?

0

59

Does the organisation have appropriate procedures in place for screening incoming mail/deliveries for suspicious items
etc.?

2

61

Do the buildings within the FRS have a secure perimeter with appropriate security barriers and entry controls?

2

62

Does the organisation ensure that operational requirements are identified before deciding to deploy a security measure,
particularly when purchasing a system. Clearly define what is meant to be achieved?

2

63

Is the deployment of CCTV undertaken in accordance with the Data Protection Act?

1

64

Have the FRS establishments been assessed in relation to the likelihood of being, or in close proximity to, a potential
terrorist target?

1

65

Have baseline and incremental Counter Terrorism physical security measures been implemented for each response
level?

1

66

Has a Counter Terrorism protective security policy been developed and implemented (See guidance in the Security
Policy Framework (SPF)?

2

67

Has a Counter Terrorism protective security plan been developed and implemented (See guidance in the Security Policy
Framework (SPF)?

0

68

Does the DSO provide a security report to the Head of Department annually and include a section on CT protective
security.

2

69

Are Counter Terrorism protective security plans tested regularly?

0

70

Have flexible business continuity management arrangements been developed, implemented, regularly tested and
reviewed?

3

Appendix 3 - Joint FRS Information Security & Assurance Sub Group Action Plan

HFR

Version 2 – 5th Oct 2010
Objective 1 - Introduce mandatory requirements 11, 12, 14, 15, 16, 19, 21, 31, 32, 33, 34, 35, 36, 37,
38, 39, 42, 43, 45, 46, 47, 48, and 49 of the HMG Security Policy Framework by January 2012
Objective 2 – Support the work the other Protective Security Sub Groups

Primary Objectives (taken from the 70 mandatory requirements contained within the HMG Security Policy Framework)
1. Introduce a Protective Marking scheme.
2. Provide staff with guidance on the Official Secrets Act, Data Protection Act and Freedom of Information Act.
3. Not required for the FRS
4. Ensure the minimum standards for handling data are followed – HMG 1A No6 Protective Data and Managing Risk Information.
5. Ensure that protectively marked material to be released under the FIO must be declassified first and the originator informed.
6. Ensure access to protectively marked assets is only granted on a need to know basis.
7. Not required for the FRS
8. Not required for the FRS
9. Ensure that baseline controls are applied to all Protectively Marked material.
10. Not required for the FRS
11. Introduce a breach system which details how deliberate or accidental compromise of Protectively Marked material can lead to discipline or
criminal proceedings.
31. As part of an overarching Security Policy, develop an Information Security Policy detailing how the organisation and delivery partners comply with
the minimum standards of the SPF.
32. Must conduct annual technical risk assessment using HMB 1A standard. Risk management decision must be recorded in the Risk Management
and Accreditation Document Set (RMADS) using HMG 1A Standard no 2.
33. In conjunction with a Protective Marking System, use business Impact Levels to assess and identify the impacts to the business.
34. Report how Information risks are being addressed within departmental annual statements of internal control which is signed off by the accounting
officer.
35. Determine the need for the following posts within each FRS or within the region : -

a. Senior Information Risk Officer (SIRO) at board level
b. Information Technology Security Officer (ITSO)
c. Communication Security Officer (ComSO)
d. Information Asset Owner
36. Ensure that ICT systems are accredited to HMG 1A Standard No2 – Risk Management and Accreditation of IT systems. Ensure that the status
must be renewed annually.
37. Must Audit Information Assets regularly: a. Compliance checks carried by ITSO and document in RMADS
b. Forensic readiness policy
38. Ensure that all IT systems must have suitable identification and authentication controls.
39. Consider the feasibility of utilising secure codes of connection i.e. gsi
40. Not required for the FRS
41. Not required for the FRS
42. Develop and introduce a Protective Security Policy regarding the implications of remote working
43. Ensure that security requirements are specified in ICT contracts.
44. Not required for the FRS
45. Develop and introduce a policy and procedure to ensure that sensitive information is disposed of or sanitised in accordance with HMG 1A
standard No. 5 – Secure sanitisation of protectively marked or sensitive information.
46. Ensure that ICT users with high levels of privilege are subject to evaluation for National Security clearance.
47. Ensure that locations where IT systems are kept must be subject to an appropriate level of physical security.
48. Ensure that users of IT systems are familiar with security operating procedures.
49. Must have appropriate Business Continuity and Disaster Recovery plans.

Project Milestones for 2010

Each FRS to complete Gap
Analysis against SPF
mandatory requirements which
relate to the Information &
Assurance Sub Group

Complete the three Stocktake Tools
SPF Gap Analysis
Information Governance Stocktake
ISO 27001 Stocktake Tool

Determine the frequency
of future meeting based
on the work required in
the action plans

Jan 2011

July 2010
Oct 2010
Seek agreement from the PSSG that
each FRS in the region will: 

work towards the WY multi agency
governance framework.



Work towards achieving ISO 27001
accreditation



Use the same ISO 27001 templates



Commit to developing and
introducing a joint Protective
Marking Policy and Procedure



Consider jointly purchasing
Protective Marking software

Workshop to analyse the
results of the 3 stocktake tools
and to develop a regional and
Individual FRS Action Plans

Monitor and review
progress

Governance Arrangements
1

???????? is be Executive Level Lead

Members
1
2

2

Each FRS should will be represented by the Head of IT
and another IT/Information Management professional

4

3

Meetings will take place every quarter at the ???? and
will be arranged to take place a couple of weeks prior to
the PSSG

4

Teleconference meetings may be called if appropriate in
between the quarterly meetings

6

5

The Joint FRS PS Co-ordinator will Co-ordinate activity
and manage correspondence across the group

6

To ensure maximum efficiency any work required to
develop PS policy will be shared equally between the
four services in the group and will be presented as a
joint FRS piece of work.

3

5

7
8
9
10
11
7

The Executive Lead/Chair will report progress to the
PSSG. The Joint FRS Co-ordinator will report to the
Regional CFOA Group and YHRORG.

12

Information Security and Assurance Project Risk Register (To be discussed and developed further by the Information Security &
Assurance Sub Group)
Risk Description

Initial Risk
(High, Medium,
Low)

Control Measure

Potential Risk
(Post control
Measure)

% Progress
against Control
Measure

IS1

Information accessed and utilised for
criminal activity

Implementation of SPF Mandatory Requirements
22, 23, 24, 25, 27 and 30

0%

IS2

Information Accessed and utilised for
Terrorist Activity.

Implementation of SPF Mandatory Requirements
22, 23, 24, 25 and 30.

0%

IS3

Reputation and Financial Risk from
non compliance with FOI, Data
Protection and Official Secrets Act

Implementation of SPF Mandatory Requirements
22, 23, 24, 25 and 30.

0%

IS4

Life risk associated with mobilising and
Risk Critical information system
failures due to terrorist of malicious
attack

Implementation of SPF Mandatory Requirements
22, 23, 24, 25, 27 and 30.

0%

Current Risk

Risk Owners

Information Security & Assurance Security Risk Profile
(To be discussed and developed further by the Information Security & Assurance Sub Group

Objective (Jan 2012)

Initial (May 2010)
PS2

PS2

PS4

PS4

PS1

PS1

PS3

PS3

Impact rating
Major

Impact

Impact

Likelihood

Major

Impact

Serious

Significant

Minor

Score
4

4

8

12

16

3

3

6

9

12

2

2

4

6

8

1

1

2

3

4

1

Very
unlikely
Likelihood

2

Unlikely

3

Likely

4

Very likely








Major potential impact on safety / critical control
systems
Major potential impact on operational performance
Prosecution by Enforcing Authorities
Statutory/legislative mandate
National media coverage
Major financial / budgetary implications

Serious

3








Serious potential impact on safety / control systems
Serious potential impact on operational performance
Attract scrutiny by Regulatory Bodies
Code of practice expectation
Local media coverage
Serious financial / budgetary implications

Significant

2






Significant potential impact on safety / control systems
Significant potential impact on operational performance
Increased public expectation
Significant financial/budgetary implications

Minor

1






Minor impact on safety / control systems
Minor impact on operational performance
Minimal disruptions not affecting service
Minor financial loss

Likelihood

4

Description (threats)

Likelihood

Score

Description (threats)

Very likely

4



More than 75% chance of occurrence

Likely

3



40%-75% chance of occurrence

Unlikely

2



10%- 40% chance of occurrence

Very
unlikely

1

Less than 10% chance of occurrence

1st Information Security and Assurance Sub Group Meeting –September 10
Attendees
Apologies :

1

2

3

4

Decisions/Actions
Having considered the cost along with negative feedback
from other organisations it was agreed not to
consider regional procurement of the ???? software at this
time.
Agreed to utilise the same ISO 27001 templates to enable
work to be shared throughout the region without infringing
copyright.
Agreed to complete three Protective Security related
Stocktake tools and return to ??? ?? by 15th October so that
a detailed picture of Protective Security within the region
could be developed: SPF Gap Analysis, ISO 27001
Stocktake and Information Governance Stocktake.
Agreed to meet up for a full day at the ??? WC 25 Oct to
consider the results of the 3 Check List exercise, identify
gaps, determine risks and draw up a joint FRS Action Plan.

Action By:

When

Done
Raised at PSSG who agreed with the
Sub Group decision not to progress
????

NA

Immediately

??? FRS have confirmed that they are
able to utilise the same templates as
WYFR

All

15th October

The Information Governance Stocktake
Tool has been developed so that is
simple and user friendly. All three Tools
have been circulated to all members of
the group

All

WC 25 Oct

Date yet to be arranged

All

5

Agreed that the frequency of future meetings would be
determined by the outcome of the workshop at the end of
October.

All

6

Agreed that ?????? would make arrangements for the
workshop at the ???? at the end of October.

?????

7

Agreed that the roll out of the Protective Marking policy and
procedure was not an IT issue now that the purchase of
????? software had been shelved. Pass up to the PSSG for
decision.

8

Considered the presentation provided by ????of
UKGovConsult and requested that he draw up a more
detailed Business Case along with an overview of the
options available to the FRS for connecting to a secure
network.

To be

NA

ASAP
Discussed at PSSG on 22nd Sep who
agreed that the Protective Marking
Policy would be moved to the Personnel
Security Sub Group

NA

NA

NA

????? presented to the PSSG on 22nd
Sep and is developing a business case
and considering options to achieve
access to a secure network.

Done

Appendix 4 - Draft Joint FRS Personnel Security Sub Group Action Plan

HFR

Version 3 – 1st July 2010
Objective 1 - Introduce mandatory requirements 22, 23, 24, 25, 27 and 30 of the HMG Security Policy
Framework by January 2012
Objective 2 – Support the work the other Protective Security Sub Groups

Primary Objectives (taken from the 70 mandatory requirements contained within the HMG Security Policy Framework)
22. Assess the need to apply Personnel Security controls against specified posts and access to sensitive assets.
23. Apply the Baseline Personnel Security Standard (BPSS) to all staff, contractors and temporary staff.
24. Ensure that National Security Vetting is only applied where necessary.
25. Ensure that the procedures for national security vetting are followed.
26. Not required for the FRS
27. Develop and introduce security aftercare arrangements i.e. inform national vetting authority of change of details etc.
28. Not required for the FRS
29. Not required for the FRS
30. Record how many, and what type of security vetting clearances (CTC, SC, DV) have been undertaken along the results of any appeals to the
Management Board via the SIRO on an annual basis.

Project Milestones for 2010

Individual FRS’s Gap Analysis
against 70 SPF mandatory
requirements

Pass Joint Vetting and
Barring Policy and
Procedure through PSSG
and RMB for sigh off and
implementation

Assisted by CPNI staff, and
in the presence of all
regional Personnel Security
leads undertake Personnel
Risk assessments in WYFR

Apply Nat Security
Checks for posts
identified during the
Personnel Security
Assessments

Oct 2010
Jan 2011

July 2010
Aug 2010
?? FRS to develop Joint
Vetting and Barring Policy and
Procedure for employees,
temp staff and contractors
based on the BPSS and CFOA
guidance

?? FRS to work with CPNI to
develop a Joint FRS
Personnel Security Risk
Assessment policy and
procedure for the Region

Personnel Security leads
from ?? FRS and ?? FRS to
undertake Personnel
Security Assessments using
the methodology utilised by
the CPNI staff in WYFR

Governance Arrangements (agreed 18th March 2010)
Members
1

???? is to be Executive Level Lead

2

Each FRS should will be represented by the Head of HR
and another HR professional
Meetings will take place every quarter at the ??? and
will be arranged to take place one week prior to the
PSSG

3

3

Teleconference meetings may be called if appropriate in
between the quarterly meetings

5

The Joint FRS PS Co-ordinator will Co-ordinate and
chair meetings and manage correspondence across the
group
To ensure maximum efficiency any work required to
develop PS policy will be shared equally between the
four services in the group and will be presented as a
joint FRS piece of work.
The Executive Lead/Chair will report progress to the
PSSG. The Joint FRS Co-ordinator will report to the
Regional CFOA Group and ???. A briefing paper will
also be presented as part of the common services
workstream to the ???.

6

4

5

6

7

1
2

4

7
8
9
10
11

Personnel Security Project Risk Register (To be discussed and developed further by the Personnel Security Sub Group)
Risk Description

Initial Risk
(High, Medium,
Low)

Control Measure

Potential Risk
(Post control
Measure)

% Progress
against Control
Measure

PS1

Political, reputation and
confidence issues resulting from
the publication of audit report
highlighting failings in the
Personnel Security arrangements
within the RCC and FRS across
the Region.

Implementation of SPF Mandatory Requirements
22, 23, 24, 25, 27 and 30

0%

PS2

Fraud and other Criminal
Activities caused by employees.

Implementation of SPF Mandatory Requirements
22, 23, 24, 25 and 30.

0%

PS3

Fraud and other Criminal
Activities caused by a temporary
member of staff or contractors

Implementation of SPF Mandatory Requirements
22, 23, 24, 25 and 30.

0%

PS4

Terrorism disrupting the ability of
the Fire & Rescue Service to
respond to Fire and emergencies
in the normal manner,

Implementation of SPF Mandatory Requirements
22, 23, 24, 25, 27 and 30.

0%

PS5

Terrorism caused by employees
radicalised during employment

Implementation of SPF Mandatory Requirements
27 and 30.

0%

Implementation of SPF Mandatory Requirements
22, 23, 24, 25 and 30.

0%

PS6

PS7

Terrorism caused by temporary
member of staff or contractor

Current Risk

Risk Owners

Initial (May 2010)

Personnel Security Risk Profile
PS4,5&6

Impact

(To be discussed and developed further by the
Personnel Security Sub Group)

PS3
PS2
PS1

Current (May 2010)
Likelihood

PS4,5&6
PS3
PS2
Impact

PS1
Objective (Jan 2012)

PS4,5&6
Likelihood

Impact

PS1

PS4
PS3
PS2

Likelihood

1st Personnel Security Sub Group Meeting - 1330hrs Thu 18 March
Attendees:
Apologies :

Decisions/Actions

Action By:

When

Done

1

Contact ??? to confirm dates for the CPNI
staff to undertake the Baseline Risk
Assessment of job roles across the region

Within
days

Decision regarding dates is imminent

Done

2

Contact ??? to determine progress on HR
PS guidance and determine likely date of
publication

Within
Days

Guidance is not likely to be produced in the near future

Done

3

Contact ??? to determine the expectations
which have been placed on the CFOA
work stream in relation to the development
of national PS HR guidance

Within
Days

??? awaiting response from ????

Done

4

Circulate the Draft CFOA guidance on
Vetting and Barring

Within
Days

Done

Done

5

Each FRS to look at the ‘SeCUre Tool’ CD
ROM and consider how and when it
should be rolled out across the
organisation

Prior to
7th May

Secure Tool is referred to the Steering Group for them
to determine when to role out. Steering group to note
political issues surrounding the utilisation of the tool

Referred to
PSSG

6

Each FRS to look at the HMG Security
Framework in detail and determine which
of the 70 mandatory requirements sit with
HR

Prior to
7th May

Completed with the exception of ??? FRS. They were
not represented at the meeting on 18th March so were
not aware of the action.

Done

7

Each FRS to make a start on undertaking
a gap analysis to determine the position of
the FRS in relation to the HR mandatory
requirements identified in Action 6

Prior to
7th May

Decision taken at meeting in May to circulate Analysis
that ??? FRS had completed to assist other FRS’s

Done

8

Ask Police Secondee in Government
Office for copies of the Pre Employment
Screening procedures

Within
Days

??? has a meeting booked with the police WC
24/5/2010

Done

9

Consider the Mentis Management
Consultants LTD Proposal for a FRS PS
Syndicate and feed back a view at the
next meeting

10

A definitive Regional PS HR Action Plan
will be agreed at the next meeting (7th
May) using the feedback generated from
Action Point 6

11

Prior to
7th May

Mentis are to do a presentation at the next Steering
Group meeting

7th May

HR Action Plan is in the final stages of development

Produce an Org Chart detailing how the
PS HR Sub Group fits into the Regional
and National Work Streams

Within
Days

Org Chart forms part of the Joint FRS Protective
Security Implementation Plan

12

Each FRS to look at the Protecting
Information e-learning tool and consider
how it could be used in the future

Prior to
7th May

Referred to PSSG

13

Each FRS to look at the Draft Vetting and
Barring Guidance circulated by CFOA and
consider the implications for the future.

Prior to
7th May

Vetting and Barring Policy and Procedure to be
developed by WYFR and NYFR.

All

Done

Done

Referred to
PSSG

Done

2nd Personnel Security Sub Group Meeting - Friday 7th May 1000hrs
Attendees:
Apologies:

Decisions/Actions

14

15

16

17

The decision regarding whether to use the
secure tool has been referred to the PSSG
with a concern of the political implications that
a low PS awareness score could have on the
reputation of each FR and on Councillors who
sit on the Fire Authorities
The head of HR in each FRS are to send an
e-mail to ??? endorsing the Mandatory
Requirements which have been identified to
fall within the PS sub group and to identify the
other mandatory requirements which are
linked to HR.
?? FRS are to work with ??? FRS to develop
a Vetting Barring Policy and Procedure based
on the Base Line Security Standard Guidance
provided by CPNI and the draft V&B guidance
provided by CFOA. The Policy and Procedure
will also incorporate procedures relating to the
Personnel Security Risk Assessment process
(see action 4) and the National Security
Vetting arrangements
??? FRS and ??? FRS are to develop a
Personnel Risk Assessment policy and
procedure based on the Personnel Risk
Assessment Guidance provided by CPNI.
This will provide the process by which each
role in the organisation will be assessed to
determine the protective security gaps within
the organisation and the local and nation
Vetting that is required for particular roles.
CPNI staff are undertaking a full Personnel
Security Risk Assessment in ??? FRS on 12th
and 13th in the presence of PS staff from the
other Services so that the process can be
applied within the other FRS’s within the
region.

Action By:

When

Follow up Action

Date of next
PSSG TBA

Date of next
PSSG TBA

Date of next
PSSG TBA

Date of next
PSSG TBA

Response received from Hilary Brown
(WYFR)

Done

18

19

20

21

22

??? to discuss Personnel Security Risk
Assessment Procedure and Processes at the
next Regional HR meeting in June and feed
back progress to the rest of the Personnel
Security Sub Group
??? is to arrange for the Gap Analysis
process which has been used to determine
the progress position within North Yorkshire
against all 70 mandatory requirements to be
updated and circulated via Steve Fletcher to
the rest of the Group
??? is to circulate the Gap Analysis tool
developed by NYFR to the rest of the
Personnel Security Sub Group
Each FRS to complete the Gap Analysis using
the process developed by ??? FRS to
determine the position against the 70
Mandatory Requirements prior to next
Personnel Security Sub Group Meeting
??? to meet with colleagues in the police to
discuss Personnel Security and determine if
an lessons can be learned or any information
utilised within the FRS

Next regional HR
Group (June)

ASAP

The excel file has been provided by ???.
The file is a live document which is subject
to continuous update. It’s a simple
snapshot which the group can refer to or
use as they feel appropriate.

Done

ASAP

The gap analysis excel file provided by ???
FRS has been circulated to the group

Done

Date of next
PSSG TBA

ASAP

Cecil has met with the Police in North
Yorkshire and will feed information to ???
FRS and ??? FRS to help with the
development of the Vetting and Barring
Guidance

Done

